7% OpenF low 2 % 3R e B 03 P32 4148 )
An OpenFlow-based Captive Portal Access

Control Mechanism

g IH EEL
SR b4

¢ £ F 106






e
PO ¥

FALGPER A BT TR R X S RAREIRANEE > D L 0
Fente i@ 22 coding o X R AT g gL '??iﬁﬁéiﬁ%ﬂfwuﬂﬂ%

SERLA o BRI oA e AR

ﬁm
p
F_k
bt
o+
{\,
®
:3\
-5
i
-
pis

FRUF - 2 HEALFRFL LB QX - LHEFRRE W E S

pial
P
ey
sl
o4
e
A
;
4l

3
IR fEL SH A G o BB AHUPE S ¥V EZFANR N5

N

L3 5yen

W

Peqpiz o XF SR RAMREFNDE - J P T HE I
B FREBE T - HEFILfES FRFR- [ RED > L LL@E T LG

3L Bl o A F A A hEREFL BV g Y i
PAEAE o L KB M B AP B Bl R TR

ik
R ERAATROBFTELFTAEY F I B ABEIRTE



% AL OpenFlow 2 4 7 20 i 03 By 148 41

Rl i W2 Fa W% EPHERT RS T #: 76
&—%F&FgéE‘EJ\WIOGEIE g,’i\gj:;ﬁi
FripRL B 6 gL

&

B suehge i@ (captive portal )41 » ¥ # € Fl & B2 415 ¥ (access
control list s ACL)% Z_ehi- ¥ #iT i ¥ 7 enbl (5 0 fieped K i 3 scfedrid
Moo R AGPHFE e B BT AR ERR 0 < T LR AL Ui

BELBREFBE  CERTELS TR AR A6 a2+ > B 4%

A
i H Ak T Az L 3 OpenF low s B3k i §4 17 1R 5 #L§E7) & 1 %u— d Ryu
FrAl B AT L B ks L 4% OpenFlow s8 B3k & 1R 0 3% R fio 0 RS R

KSR AR P et e F SR TRl

B4t : Captive portal ~ DNS £ %% - OpenFlow ~ #c88 € & # B ~ 5240417

H



Title of thesis: An OpenFlow-based Captive Portal Access Control Mechanism
Name of Institute: Department of Computer Science and Information Engineering,

College of Science and Technology, National Chi Nan University

Pages:76
Graduation Time: 01/2017 Degree: Master
Student Name: Kuo-Cheng Yang Advisor Name: Dr. Quincy Wu

Abstract

The traditional captive portal mechanism can't block connections efficiently
because ACL (access control list) is applied to core switches. On the contrary, if the
restriction is applied on access switches, it has to be configured many times.

In this thesis, we propose an SDN (software-defined networking) architecture to
block unauthorized network traffic and reduce the times of configuration. A manager
can configure ACL on OpenFlow devices through a Ryu application; users can obtain

networking services through a captive portal authentication mechanism.
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OpenFlow OpenFlow
Switch Controller
System Start

OFPT_HELLO

\\\Xr

>

OFPT_HELLO
nOFPT_FEATURES_REQUEST

OFPT_FEATURES_REPLY

OFPT_SET_CONFIG

*
OPFT_MULTIPART_REQUEST,
OFPMP_PORT_DESC

OPFT_MULTIPART_REPLY,
OFPMP_PORT_DESC

=
OFPT_FLOW_MOD

OFPT_FLOW_MOD

OFPT_FLOW_MOD

B S W

Bl= -+ System initial signaling flow

BBk 53t OpenFlow 45 4| Benfl (T B 4n 0 TR B H it 2L PN F 4o

1. OFPT_HELLO : 474 B & 2 3% Bad pr > 5 3 Hello 3 4 kil 703> p
2T ELEH o

2. OFPT FEATURES REQUEST/REPLY : 34 I /% % % & & 1 OpenFlow &

19



ANET 2 e B A hw o

OFPT_SET CONFIG : ##| B * iz @ L2 fe f & 539 B S &K

T o

OFPT_MULTIPART REQUEST/REPLY, OFPMP_PORT DESC : DESC 2
7. 5 DESCRIPTION > 5 #| B ¥ 1 i@ ¢ » @ a0 kb #15 $3t 1
# OpenFlow f3g sy jw o

OFPT_ FLOW _MOD : # iz B 4 kg etinfpd o & B R RF FEFZ

B RPN B B R BRI P o

HBERG > RS- BB R FETRHEL o T HE A o
AfsEAs o AR T Z R

A4 E GBS Jf & B~ 17 DHCP «hpR7% > @ iz BiBAY ¥ 3 o
R > 4o 3% DHCP discovery #t & 3 i hLR] » 28 e g0 Sufads pv o
OFPT_FLOW_MOD B » iifz % ® 7 o #5100 955 ehi {8 5 b e pepr

B2V B8 [P i ht o

>&\

3 g

R ARE > T R & S DNS £ F o FuEAR 0 YT 0 ® LA

S PRI 0 H MAC i=ht #-4f 4 B OpenFlow 2 3 B F o 2 {832

¥ 11 E $# query public DNS @R B4cRl= + - o

Domain name
request of

authorized

& host 5
DNS query to Public DNS

]
WNS response from Public DNS

Bl= -+ -  Authorized host signaling flow
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3. AFELPCFEGEREL P ER IR 0B 2T 0 F
£ FEDNS £ w0 (GFF> NEENT o §) RAPdRn
A o BIBLLS FRAEORD > @ IBLEI R Y R o

| Public-0S [ Pibiats DNS | Alkth Secver.

Unauthentlcated H

Authenticated host" 14.0FPT_FLOW 13.Login sugcess and send new rules

new Domain Name.
required H

_MOD

15.BNS query to Publig DNS

B
" 1 -

16.DNS res'ponse received froén Public DNS

host Domain . : : E
Name required : 1.DNS query : : H : :
to Public DNS; : : : :
: ' 2.Packet-In__: : : '
: E_——‘_.:Modify destination IP address. :
: i 3.Packet-Out ‘; : ; :
' e ' ' .
4 : 4. DNS'query to Privatq' DNS ;E E
H + 5.All query response are Auth Server IP address : :
: i 6.Packet-In : :
1 . 'Modlfy source IP address r y
i 8DNs ;mmmLf: E E
‘gfesponse : : : :
v 9HTTP . : H H :
\  request . : : H :
————— ' ' ' '
r +  10.Packet-ln _: ' ! !
' ——» i \ :
s i, 1.Packet-Out H H :
: 4——  12.Access login page : o

'
h
'
'
'
P
%
'
'

Bl= - = DNS redirect signaling flow

S & DNS £%+%

3.Packet-Out change
10.21.20.126  packet destination

SO GRS E  (destination [P:

OpenFlow
Controller

4. DHS quaty 6. Packet-In

7.Packet-Out change packet
source (source IP: 163.22.2.1)

5. DNS response
(source IP: 10.21.20.126

oe 1. DNS query A ~
I (destination IP: 163.22.2.1) ¢ =
- .J Internet
8.DNS response Ooontl . ; .
(source IP:163.22.2.1) m _ er

Bl- + = DNS redirect process

" B o7 3% 18 OpenFlow F 1 DNS & o 27 3 830302 642 > /1 1 8 #
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B= - = (PublicDNSIP iz 5 163.22.2.1 ; Private DNSIP = 4* 3

10.21.20.126) » # 2% 9 T 16 EA2:H 5% Bl= - w > P 4o !

L.
2.

d 2 v Public DNS % 4= DNS query °

OpenFlow % # % 4 3| DNS query 3t # {80 findz 4 ¥ 25 Hk 27 >
)I‘ L Fr 4 BB 3% Packet-In 5 #74 B qyx 3| Packet-In {$ ¢ 3+ 8_F 5 DNS
query °

4] B i 18 Packet-Out 12 :z DNS query ¥ destination IP i 4t i i » #-
destination IP i+ 4+ d Public DNS ® R % [P st 2z = Private DNS /R &
IP =4t » & #-3te X0 o

OpenFlow % % BA35 4+ 3+ ¢ 1 IP a4t f§ =4 DNS query i¥ I Private
DNS @R %E o #+12 » DNS query 3 ¢ ;24 i¥ 1 Public DNS @R E o
Private DNS & PR B4 i¥ DNS response & % DNS query %% » 5 7 #-%F
PR 4] 303 PR E > A1 query B % ¥ R RFE FIRBIP gk o
d >t gt pF DNS response =7 source IP 4k 5 Private DNS &R E » &2 § 4~
3 #F J e DNS query £ destination IP 5k % o 9710 > 3 48 B 4%
WA g ARER o 50 2435 B 42 > OpenFlow % # % JcI| DNS
response 3t & BFo € v 4] B 1% Packet-Ino( 5 BHF2F TR
HIO i d om0 )

4] B 1% F Packet-Out 12 2 DNS response ® source IP 4t g i o #-
source IP = #k d Private DNS & PR ¥ [P =4tk 2z = Public DNS @R % IP i~
LA LS RS

OpenFlow % #% 4345 IP =4t i #-12 23 <17 DNS response 3¢ #i% 3

ER
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10.

11.

12.

13.

14.

1.

16.

| 9.HTTP request

13. RESTful Command

OpenFlow
Controller

10. Packet-In and save
host MAC address

12. Forward 14. Add new rules

Internet

15.DNS query
Public DNS Server

16. DNS response

Bl= -+ = Hostauthentication process

A e 7 HTTP R pF - € 1945 DNS query g % o 3 PR Bk (714
OpenFlow % #% Bt 4025 7 & HTTP i R e p] o v 34| Baf %
Packet-In> #7#| BH-H @M K h2 F R -8 &Rt esde ko BATH
P PE o
frd] Biz4k % 18w OpenFlow % 4% B4 i¥ Packet-Out » I #-3+& ¥ ) o
OpenFlow 2 # B#4te E o F FIREBLH > TV B FR T IRFEFTR
4% GRE S i IR E 1 RESTHul 47 4 i 4 Ryu #741 F > 4 RESTul
Operation Module § 7 #1z °

. RESTful Operation Module &% 3if =v{¢ » & = OpenFlow it e w 91
7 e OpenFlow % 3 B# FEATHRA - 6 L7 107 * L7305 fﬁl? E
B b o RTRP - KPR (M ?IEJ_—‘F%A—?;B??FE'.‘*{E’ * & BLTE R 86400
fly,ﬂr—%)#\@’*%&fr&gﬁﬁéiﬂ'i’n‘vfé'*—‘gé_*ﬁ. i & 2 ,IL\/»E
EATIRE SR T - SR e

T A g % 370 DNS query B 0 F15 OpenFlow 2 3 & @ S ATH 5 3%
3B 0 e ¢ 4 %+ Private DNS #JR & ©

3 P~18 It Fr e DNS response 6 » ##0 @ F ¢4 o
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¥ 7 & Timeout 4]

# OpenFlow ¥4 £ % - flow entry LB > 7 11 fie B timeout (7pF ¥ o @ timeout
4 % @ 80 - 84 _hard timeout © &Moo PR - DARR] W fE_OpenFlow 2 3%
B4 5 ¥ - 48 idle timeout > B E_§ R SIEFF - BRI A HPIRF
ARBEBREE I L ol R LAY @2 2 QPP K E idle timeout o
R SRNLPE RS BIERID S A L A A
JFEATIRA o A % SIEK idle timeout PFRF 5 — X 86400 F5 o F * AR - X LT
®F R RPK-€ P B A o
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Open vSwitch

IP 10.21.20.215/16
Private DNS Server 0S CentOS 7

1P 10.21.20.126
OS Fedora 23 ‘

E] (e Laptop |
<= ~[IP10.21.20.88 |
-m_ — - l/ 0OS Windows 10

| VirtualBox bridge U

Ryu Controller |Jll" NCNU DNS Server [ NCNU DHCP Server
IP10.21.20.162 | IP 10.21.21.179 |  |IP 163.22.2.1
OS CentOS7 | OS CentOS 7

Bl- -7 OCPAC network architecture

AT RAFHRAOVAFUBELER > AT §RF HRT SR o B
RLDEGGEEm N 5 o doRl = - T FREFFERATT 0 A JRT UL G LT g
Fooit o HeY Ryudrd| B2 Auth PPREBHEE R - 5 7 %geh VirtualBox #72 K

I Ryu 4% :

T 5 Al ? 275 4% OpenFlow K # i1 B 3wk T L AF ¥ -
a5 425V #5 % & > Network Function Operation Module %= *{4%- ; RESTful

Operation Module %% *ték=

2. Open vSwitch :

i

* ¥ OpenFlow » {73 4417 ACL % DNS £ &% ek #f > (Hmk T +
E

3. Auth Server :
TLRERBRBNDPILE > FwX TALAE 528 BB 4

ez o

25



4.

DHCP Server :
FTLH/EDHCP IRIFPFIRE » A f AV B & " Fa L Fr R

®ou it 2 G DHCP PIRE » @ ¥ (T4 % o

5. Private DNS Server :

Froa o

6. Public DNS Server :

¥4 3% % DNS query % % 2 iR@E PR B DNS PIRE » dHwmk T A F

AR EDFEPDNS query B % 0 F* 2 IDNS GURE o @ A2 2

ek S EHES
% 4

7. Router :

HE LY s 9t 22 DNS @R BRI o

P E e otk 2 DHCP JRI: > B § B8 F

B TR A SRR ST B R A KAV (TE - Bl
B,

/E}go

e % & # OpenFlow °

54 BB F R 4 RBEREL R L BT

CE R AT Y E A

# - System specification table

Virtual Machine vCPU Memory oS Software
Ryu Controller Intel® Core™ 2G CentOS 7 Ryu 3.22
15-4210U 2.40 GHz
Auth Server Intel® Core™ 2G CentOS 7 Flask Web
15-4210U 2.40 GHz Frameworks
Standalone Server CPU Memory (0N} Software
Open vSwitch Intel® Core™ 8G CentOS 7 Open
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15-2400 3.10GHz vSwitch 2.3.1

Private DNS Intel® Atom™ 2G Fedora 23 bind

Server N280 1.66GHz

Pt 235 4 VirtualBox (i s BiF (T o
¥ - & Ryu % %
1. ZERBTTENEE
#yum install -y python-setuptools python-devel python-crypto
python-simplejson autoconf python-pip python-devel gcc gee-c++
libxml2-devel libxslt-devel
2. % % pip- pip &- B¢ Python £ #h1 & o
#easy install pip
3. #H@pipXEKryurito
#pip install ryu
4. % gty d >t ryuchd R Aogit b o AT B EE git kT e
#yum install -y git
5 #HHryubkRI AP
#git clone git://github.com/osrg/ryu.git
6. FXryudk%k
#cd ryu; python ./setup.py install
¥z )& Network Function Operation Module i& it

" 4738 2 simple switch 13.py 5 Network Function Operation Module 7+
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PR L
Zl ) it % ,;‘i buiE T/E‘]:'E‘?“/Q'_%é? ﬁﬁ‘-ﬁ%@

PR - & 2 0 045 Lindt o o

U switch_features handler # ,f]‘ 4t 7 ARP ~ DHCP % 2 =3
Fendp] o T3 L 46 2 5 ol B R

Vgt de R e

_packet_in_handler 7% ¢ DNS TH e AP o TR e o

Ryu 7
TRl

I3 e

REST &4 %4 Ryu | PPRE -

A e AL E] A
B TR &RAARR
B g 2

;{Ej‘_)}’. HQ%E'J )

#l

\\\?{r

=+,

3k

¥z & RESTful Operation Module i& ¥

o

o

N T

e P L

» 4o ARP ~ DHCP ; % = 3

% = Flow table when a host is authorized

% # WSGI (Web Server Gateway Interface ) % F PR E » 15 iF
%z > Ap B e RESTAPI ¥ 187 H 8 % sLgd /zvﬁsgﬁrbﬁ,_t}g?p;
% Buprds fs o Ryu [ PRE"E*’ Frds o ds & FT B FRE’F‘ [ RE

¥ 1 p (74 % REST & 4 % Ryu

@ 2 R

ALS 2

E‘X A 2 H,

FE

[0 N=15

R B PR T ORI R F

ENEAT %FLEJ*K S ¥ 3] {2 38 {7 Packet-In o @ AR & AL R

Usage Match Priority | Action
General rules
ARP eth _type = 0x0806 600 Normal
DHCP Discover | UDP_src = 67,UDP_dst = 68 400 Normal
DHCP Offer UDP_src =68, UDP_dst =67 400 Normal
Authorized User
Network access | eth address= Authorized Host 500 Normal
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Unauthorized User

0 Packet-In

™

% = & Open vSwitch

K,éft A paEeh- BaERE S ¥ bk - RiEG v BRI ORERSE
(A]%5 © Intel® Ethernet Server Adapter 1340-T4 ) » 3§ #* 3 # A4 % % Open vSwitch #ic
#9175 17 5 — 1 OpenFlow 2 3% 12T #-¢ #iw 4 & Open vSwitch eh% ¥ %o
¥ - & Open vSwitch % %
. CentOS 7 + % % Open vSwitch 2.3.1 # Fg4e™
1. ZEBRBZRDEES o
#yum -y install wget openssl-devel gcc make python-devel openssl-devel
kernel-devel graphviz kernel-debug-devel autoconf automake rpm-build
redhat-rpm-config libtool
2. FATHITE ~R* A ovse
#adduser ovs
#su ovs
#ed
3. BERABITAE XK
#mkdir -p ~/rpmbuild/SOURCES
#wget http://openvswitch.org/releases/openvswitch-2.3.1.tar.gz
#cp openvswitch-2.3.1.tar.gz ~/rpmbuild/SOURCES/
#tar xfz openvswitch-2.3.1.tar.gz
#sed 's/openvswitch-kmod, //g' openvswitch-2.3.1/rhel/openvswitch.spec >

openvswitch-2.3.1/rhel/openvswitch no_kmod.spec
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2> RPM -

# rpmbuild -bb --nocheck
~/openvswitch-2.3.1/rhel/openvswitch no kmod.spec

#Hexit

* 3 % 7 Open vSwitch o

#yum localinstall -y

/home/ovs/rpmbuild/RPMS/x86 64/openvswitch-2.3.1-1.x86_64.rpm
FEIRAR A > SR A4r@Bl - - = o

# ovs-vsctl -V

ovs-vsctl (Open vSwitch) 2.3.1
Compiled Nov 15 2016 11:52:49

DB Schema 7.6.2

Bl= -+ = Show Open vSwitch version
SELinux 3k T_-
#yum install -y policycoreutils-python
#mkdir /etc/openvswitch
# semanage fcontext -a -t openvswitch rw_t "/etc/openvswitch(/.*)?"
# restorecon -Rv /etc/openvswitch
FebePRas (R *PEE R AAED VR T B Bl gl
4o TCP 3% 1 6633 - ) o

#sudo systemctl start openvswitch.service

¥ b8 Open vSwitch & #_

1T G A B Open vSwitch 3% &> R T L 167 115845 £ ovs-vsctl

show #L% Bridge °

1.

#73 Bridge ¢4 % ovs e



#ovs-vsctl add-br ovs
2. jxi¥» Bridge ovs °
#ifconfig ovs up
3. 7 Feth0 g >t 4id i 5 3% Open vSwitch 53 Uplink # * o
ifconfig ethO 0
4., ¥ Bridge ovs ¥8% eth0 /i & + o
#ovs-vsctl add-port ovs ethO
5. Bridge ovs ,T*L'v" 1135 8 ethO P~ {¥ DHCP PR 7% o
#dhclient -r ovs && dhclient ovs
6. fx#»H e/ G iv 5 Downlink i * o
#ifconfig ethl up
#ifconfig eth2 up
#ifconfig eth3 up
#ifconfig eth4 up
7. H#igd A w83 Bridge ovs b o
#ovs-vsctl add-port ovs ethl
#ovs-vsctl add-port ovs eth2
#ovs-vsctl add-port ovs eth3
#ovs-vsctl add-port ovs eth4
8. Bridge ovs it 244 B > BRI E IP a5 192.168.1.1 » ¥ TCP #-35L
6633 -
#ovs-vsctl set-controller ovs tcp:192.168.1.1:6633

T R S Y R Y B T 51 EERN
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Bridge ovs
Controller "tcp:192.168.1.1:6633"

Port ovs
Interface ovs
type: internal

Bl= - = Open vSwitch fails to connect to Ryu controller

Bridge ovs
Controller "tcp:192.168.1.1:6633"
is_connected: true

Port ovs
Interface ovs
type: internal

Bl= -+ ~ Open vSwitch connects to Ryu controller successfully
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% = & Auth Server

T P IR B H % i Flask #1i& 1‘]‘&%\7\ e o Flask §_d Python #7% B s &
PR Y=H > AL g EY P HEHELL T B Ryu I FEY AR IFTERY S

o

g

L
>

¥ - & Flask =% %

FOFEL kP 03 i Python 2.6 14t 2 %k A Python o T 5 Flask % %4

1. Zx%pp-
#easy install pip
2. % % Flask -
#pip install flask
FaER RS BB Flask b i 3T FoeTre BH @ @ ,%lz € o3
%% Bl= L 4 22 %sk= Authentication Module 2. #25% 75 » & 7 F PIRE
app.run()F # 4¢ » host='0.0.0.0'> * < % 7 # & IPv6 FPRA% > #7145 #- host='0.0.0.0'
2 4 host="1:' > e PE T U % & IPV4 & IPV6 SRR T 3y R HSE 80 0 Fim ik Y itk
o AFTER- BRBRET R Y PHET R R AR L o
Python fF % 524 » 1945 * & $4 sh e T eh% » T 7 )% > @ REST &
% RESTful Operation -t o S b HA L7 i § #B & % F b prg » b > 91000

Jp i 32 threaded ; & 3% threaded 2. 3% & #7237\ 5 3 = 4 Bz Lt - Ergekz o

app.run (host='0.0.0.0")

Bl- -4 Externally visible server
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Please login

Login

Bl = -+ Auth server web page

app . run (threaded=True)

Bl = + -  Setflag to true to enable threading

% = & Private DNS Server

d % DNS 7 4 F L2 SR JRIE 0 T % % EEm o

¥ - & DNS % %
#yum -y install bind bind-utils
¥ & DNS #% Z_

& FAh/etc/named.conf ® F & F WL F Sl ¥ o7 o H A Sy

BT RpF fie ¥ o
options {
allow-query { any; };
IR
zone ”.” IN {
type master; file "named.ca”;
K
1. allow-query { any; }; 2 3F 75 H % $#8 B & 4% £:i& {7 DNS query °
2. file "named.ca”;#7 1 * c1zone £ % 5 named.ca> T | & € [
zone i X % drim R T o
=& Zone & %_

34



;A

=@ 222 1

® T Ap/var/named/named.ca > 73 A FIDLINEFPIRE ak

AALGREE PR E IP ik 10.21.20.162 5 &) » H K TAeT

RSN F.E_

$ORIGIN .

$TTL 1D

@ IN SOA  @none. (01D IHIW3H);

IN NS @

* IN A 10.21.20.162
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simple switch 13.py :

from ryu.base import app manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG DISPATCHER,
MAIN_DISPATCHER

from ryu.controller.handler import set_ev_cls
from ryu.ofproto import ofproto v1 3

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

from ryu.lib.packet import ipv4

from ryu.lib.packet import ipv6

from ryu.lib.packet import udp

from ryu.lib.packet import tcp

mac_to_port_list={}

port_to dns_list={}

class SimpleSwitch13(app manager.RyuApp):
OFP_VERSIONS = [ofproto_v1 3.0FP_VERSION]

def init_ (self, *args, **kwargs):
super(SimpleSwitch13, self). init (*args, **kwargs)
self.mac_to port= {}

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features handler(self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

#parser vl 0 = datapath.ofproto vl 0 parser

# install table-miss flow entry

#

# We specify NO BUFFER to max_len of the output

# action due to

# OVS bug. At this moment, if we specify a lesser number, e.g.,

# 128, OVS will send Packet-In with invalid buffer id and

# truncated packet data. In that case, we cannot output packets

# correctly. The bug has been fixed in OVS

#v2.1.0.
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#match = parser.OFPMatch(eth type = 0x0806)

#match = parser. OFPMatch()

#actions = [parser.OFPA ctionOutput(ofproto.OFPP. CONTROLLER)]
#self.add flow(datapath, 0, match, actions)

#arp
match = parser. OFPMatch(eth_type = 0x0806)

actions = [parser.OFPActionOutput(ofproto.OFPP. NORMAL)]
self.add_flow(datapath, 600, match, actions)

#dhcp discovery
match = parser.OFPMatch(
eth_type = 0x0800,
ip_proto = 0x11,
udp src = 68,
udp dst=67)
actions = [parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]
self.add_flow(datapath, 400, match, actions)

#dhcp offer
match = parser. OFPMatch(
eth_type = 0x0800,
ip_proto = 0x11,
udp_src =67,
udp dst=68)
actions = [parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]
self.add_flow(datapath, 400, match, actions)

#ICMPv6 Router Solicitation
match = parser. OFPMatch(
eth_type = 0x86dd,
ip_proto = 0x3a,
icmpv6_type = 133)
actions = [parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]
self.add_flow(datapath, 400, match, actions)
#Router Advertisement
match = parser. OFPMatch(
eth_type = 0x86dd,
ip_proto = 0x3a,
icmpv6_type = 134)
actions = [parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]
self.add_flow(datapath, 400, match, actions)
#Neighbor Solicitation
match = parser.OFPMatch(
eth_type = 0x86dd,
ip_proto = 0x3a,
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icmpv6_type = 135)
actions = [parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]
self.add flow(datapath, 400, match, actions)
#Neighbor Advertisement
match = parser.OFPMatch(

eth type = 0x86dd,

ip_proto = 0x3a,

icmpv6_type = 136)
actions = [parser.OFPActionOutput(ofproto.OFPP. NORMAL)]
self.add_flow(datapath, 400, match, actions)

#Version 2 Multicast Listener Report
match = parser.OFPMatch(
eth_type = 0x86dd,
ip_proto = 0x3a,
icmpv6_type = 143)
actions = [parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]
self.add_flow(datapath, 400, match, actions)

#icmp block
match = parser. OFPMatch(
eth_type = 0x0800,
ip_proto = 0x01)
actions =[]
self.add_flow(datapath, 100, match, actions)

#no match to controller

match = parser. OFPMatch()

actions = [parser.OFPActionOutput(ofproto.OFPP_ CONTROLLER)]
self.add_flow(datapath, 0, match, actions)

#My PC
match = parser.OFPMatch(

eth_type = 0x0800,

eth _src = "9c:eb:e8:14:d0:45")
actions = [parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]
self.add_flow(datapath, 500, match, actions)
match = parser. OFPMatch(

eth_type = 0x0800,

eth dst="9c:eb:e8:14:d0:45")
actions = [parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]
self.add_flow(datapath, 500, match, actions)
#default rules for client value name c is
# client
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def add_flow(self, datapath, priority, match, actions, buffer id=None):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

inst = [parser.OFPInstructionActions(
ofproto.OFPIT _APPLY ACTIONS,actions)]

if buffer_id:
mod = parser.OFPFlowMod(
datapath=datapath,
buffer id=buffer id,
priority=priority,
match=match,
instructions=inst)
else:
mod = parser.OFPFlowMod(
datapath=datapath,
priority=priority,
match=match,
instructions=inst)
datapath.send msg(mod)

@set_ev_cls(ofp_event.EventOFPPacketln, MAIN DISPATCHER)
def packet in handler(self, ev):
# If you hit this you might want to increase
# the "miss_send length" of your switch
if ev.msg.msg len < ev.msg.total len:
self.logger.debug(
"packet truncated: only %s of %s bytes",
ev.msg.msg_len, ev.msg.total len)
msg = ev.msg
datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser
in_port = msg.match['in_port']

pkt = packet.Packet(msg.data)

eth = pkt.get protocols(ethernet.ethernet)[0]
pkt udp = pkt.get protocol(udp.udp)

pkt tcp = pkt.get protocol(tcp.tcp)

pkt _ipv4 = pkt.get protocol(ipv4.ipv4)
pkt_ipv6 = pkt.get protocol(ipv6.ipv6)

dst = eth.dst
src = eth.src
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dpid = datapath.id
self.mac to port.setdefault(dpid, {})

#self.logger.info("packet in %s | MacSrc:%s #MacDst:%s %s",
dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self.mac _to port[dpid][src] = in_port

if dst in self.mac to port[dpid]:

out_port = self.mac_to_port[dpid][dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.OFPActionOutput(out_port)]
#DNS redir — dns query
if pkt_udp:
if pkt udp.dst_port==53:
if pkt_ipvo6:
pass
if pkt_ipv4:

print mac_to port list

print port to dns_list

if pkt_ipv4.dst 1="10.21.20.126":
mac to port_list[eth.src] =
pkt udp.src_port
port to dns listfmac_to port list[eth.src]] =

pkt ipv4.dst
print "DNS Query : "
print ("-----m=mmmmmmmmm e \n")
print "User MAC : "
print eth.src
print "User UDP port : "
print pkt udp.src_port
print "User UDP port in list : "
print mac_to_port list[eth.src]
print "DNS server : "
print pkt ipv4.dst
print "DNS server in list : "
print port_to dns_listfmac to port list[eth.src]]
print (M--=-s=mssmeemee e \n")
match = parser. OFPMatch(
eth _type = 0x800,
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eth_src = eth.src,
udp dst=53,
udp src =mac_to port_list[eth.src],
ipv4_dst=
port to dns_list]
mac_to_port_list[eth.src]],
ip_proto = 0x11)
actions = [
parser.OFPActionSetField(
ipv4_dst="10.21.20.126"),
parser.OFPActionSetField(
eth_dst="00:23:5a:1f:7a:01"),
parser.OFPActionOutput(
datapath.ofproto. OFPP. NORMAL)]
#back DNS redir — dns response
if pkt_udp.src_port==53:
if pkt_ipvo:
pass
if pkt_ipv4:
print mac_to_port_list
print port_to dns_list
if pkt_ipv4.src =="10.21.20.126":
print "DNS response : "
print (M--=-ssmsememmeeeeeeeeeeeeeee \n")
print "User MAC : "
print eth.dst
print "User UDP port : "
print pkt udp.dst_port
print "User UDP port in list :
print mac_to_port_list[eth.dst]
print "DNS server : "
print pkt ipv4.src
print "DNS server in list : "
print port to_dns listfmac_to port list[eth.dst]]
print ("-----=-s==mmmem oo \n")
match = parser.OFPMatch(
eth _type = 0x800,
udp_src =53,
udp dst=mac _to port_list[eth.dst],
eth dst = eth.dst,
ipv4_src="10.21.20.126",
ip_proto = 0x11)
actions = [
parser.OFPActionSetField(
ipv4_src=port to_dns_list[
mac _to port_list[eth.dst]]),
parser.OFPActionOutput(

"
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datapath.ofproto. OFPP. NORMAL)]
else:
return
#http 31 ¢ Packet-In % REST #/e % 4x{s £ 14 Packet-Out # i%
if pkt_tcp:
if pkt_tep.dst_port == 80:
print "to_http server mac : " + src

match = parser. OFPMatch(
eth_type = 0x0800,
ip_proto = 0x06,
tep_dst = 80)
actions = [
parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]

match = parser.OFPMatch(
eth_type = 0x0800,
ip_proto = 0x06,
tcp_src = 80)
actions = [
parser.OFPActionOutput(ofproto. OFPP_ NORMAL)]

#return
# install a flow to avoid packet in next time
# if out_port != ofproto.OFPP_FLOOD:
# match = parser. OFPMatch(in_port=in_port,
# eth_dst=dst)

# verify if we have a valid buffer id,
# if yes avoid to send both
# flow_mod & packet out
if msg.buffer id != ofproto.OFP_NO BUFFER:
self.add flow(datapath, 1, match,
actions, msg.buffer id)
return
else:
self.add_flow(datapath, 1, match,
actions)

FH oFH H H H H H*

data = None
if msg.buffer id == ofproto.OFP_NO_BUFFER:
data = msg.data
self.add_flow(datapath, 10,
match_dns_src, actions)

H

out = parser.OFPPacketOut(
datapath=datapath,
buffer id=msg.buffer id,
in_port=in_port,
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actions=actions, data=data)
datapath.send msg(out)
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“t4%=  RESTful Operation Module 2_ 2 ;% 5

T % A% < RESTful Operation Module 2. 42 ;% 7§ » Jn 454%.5% 5 rest_firewall.py »
S d e 5 A SR e g2 R4 (Ao¥t P B R & EwenfE 54 REST

API 7|4 - ):

import logging

import json

from webob import Response

from ryu.app.wsgi import ControllerBase
from ryu.app.wsgi import WSGIApplication
from ryu.base import app _manager

from ryu.controller import ofp _event

from ryu.controller import dpset

from ryu.controller.handler import MAIN DISPATCHER
from ryu.controller.handler import set_ev_cls
from ryu.exception import OFPUnknown Version
from ryu.lib import mac

from ryu.lib import dpid as dpid_lib

from ryu.lib import ofctl vl 0

from ryu.lib import ofctl vl 2

from ryu.lib import ofctl vl 3

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

from ryu.lib.packet import tcp

from ryu.lib.packet import ipv4

from ryu.lib.packet import ipv6

from ryu.ofproto import ether

from ryu.ofproto import inet

from ryu.ofproto import ofproto_v1l 0

from ryu.ofproto import ofproto_v1 2

from ryu.ofproto import ofproto_v1 2 parser
from ryu.ofproto import ofproto_v1 3

from ryu.ofproto import ofproto_v1 3 parser

REST API

Note: specify switch and vlan group, as follows.
{switch-id} : 'all' or switchID
{vlan-id}  :'all' or vlanID

FHoFH H o H H H H H
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# about Firewall status

#

# get status of all firewall switches

# GET /firewall/module/status

#

# set enable the firewall switches

# PUT /firewall/module/enable/ {switch-id }
#

# set disable the firewall switches

# PUT /firewall/module/disable/{switch-id}
#

# about Firewall logs

#

# get log status of all firewall switches
# GET /firewall/log/status

#

# set log enable the firewall switches

# PUT /firewall/log/enable/ {switch-id}
#

# set log disable the firewall switches
# PUT /firewall/log/disable/{switch-id}
#

# about Firewall rules

#

# get rules of the firewall switches

# * for no vlan

# GET /firewall/rules/{switch-id }

#

# * for specific vlan group

# GET /firewall/rules/{switch-id}/{vlan-id}
#

#

# set a rule to the firewall switches

# * for no vlan

# POST /firewall/rules/ {switch-id}

#

# * for specific vlan group

# POST /firewall/rules/ {switch-id}/{vlan-id}
#

request body format:

<field> :<value>

#
#
#
#
# "priority": "0 to 65533"
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"in_port" : "<int>"

"dl src" o M<KXOXXIXXIXXIXX XX

"dl dst" M<XXIXXIXXIXXXXK XX

"dl type" : "<ARP or IPv4 or I[Pv6>"

"nw_src" :"<A.B.C.D/M>"

"nw_dst" :"<A.B.C.D/M>"

"Ipv6_sre": "<XXXXIXXXXXXXXXXXXK XXXX XXXX:XXXX:XXXx/M>"
"Ipv6_dst": "<XXXXIXXXXXXXXXXXKXXXXXXXX:XXXX:XXXX/M>"
"nw_proto": "<TCP or UDP or ICMP or ICMPv6>"

"tp_src" :"<int>"

"tp_dst" :"<int>"

"actions" : "<ALLOW or DENY>"

Note: specifying nw_src/nw_dst
without specifying dl-type as "ARP" or "[Pv4"
will automatically set dl-type as "IPv4".

Note: specifying ipv6_src/ipv6_dst
without specifying dl-type as "IPv6"
will automatically set dl-type as "IPv6".

Note: When "priority" has not been set up,
"0" is set to "priority".

Note: When "actions" has not been set up,
"ALLOW" is set to "actions".

FHeoH o O H H H H o H H O HHH H H

# delete a rule of the firewall switches from ruleID
# * for no vlan

# DELETE /firewall/rules/{switch-id }

#

# * for specific vlan group

# DELETE /firewall/rules/{switch-id}/{vlan-id}

#

# request body format:

#  {"<field>":"<value>"}

#

# <field> :<value>

# "rule_id" : "<int>" or "all"
#

SWITCHID PATTERN = dpid_lib.DPID PATTERN + r'[all’
VLANID PATTERN = r'[0-9]{1,4}all

REST ALL ="all'
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REST SWITCHID = 'switch_id'

REST VLANID ='vlan_id'

REST RULE ID ='rule id'

REST STATUS = 'status'

REST LOG_STATUS ="log_status'
REST STATUS ENABLE = 'enable'
REST STATUS DISABLE = 'disable'
REST COMMAND_ RESULT = 'command_result'
REST ACL ="access_control list'
REST RULES = 'rules'

REST COOKIE = "cookie'

REST PRIORITY = 'priority'

REST MATCH = 'match'’
REST IN PORT ="'in_port'
REST SRC MAC ='dl src'

REST DST MAC='dl dst'
REST DL TYPE ='dl type'
REST DL TYPE ARP='ARP'

REST DL TYPE IPV4 ='[Pv4'
REST DL TYPE IPV6 ='IPv6'
REST DL VLAN ='dl vlan'

REST SRC IP='"nw_src'

REST DST IP="nw_dst'
REST SRC IPV6 ="ipv6_src'
REST DST IPV6 ="ipv6_dst'

REST NW_PROTO ="nw_proto'
REST NW_PROTO_TCP ='"TCP'
REST NW_PROTO_UDP ="UDP'
REST NW_PROTO_ICMP ="ICMP'
REST NW_PROTO_ICMPV6 ='ICMPv6'
REST TP SRC="tp_src'
REST TP DST ="tp_dst'

REST ACTION = "actions'

REST ACTION_ALLOW ='ALLOW'
REST ACTION DENY ='DENY"
REST ACTION_ PACKETIN = "PACKETIN'

STATUS _FLOW_PRIORITY = ofproto_v1l 3 parser.UINT16 MAX
ARP_FLOW_PRIORITY = ofproto_vl 3 parser.UINT16 MAX-1

LOG_FLOW_PRIORITY =0

ACL _FLOW_PRIORITY MIN =LOG FLOW_PRIORITY + 1
ACL_FLOW_PRIORITY MAX = ofproto_v1 3 parser.UINT16 MAX-2

VLANID NONE =0
VLANID MIN =2
VLANID MAX = 4094
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COOKIE_SHIFT VLANID =32
#Hi=de1b gk 2
mac_ip list= {}

class RestFirewall API(app _manager.RyuApp):

OFP_VERSIONS = [ofproto_vl 0.OFP_VERSION,
ofproto_vl 2.0FP_VERSION,
ofproto vl 3.0FP VERSION]

_CONTEXTS = {'dpset": dpset.DPSet, 'wsgi': WSGIApplication}

def init (self, *args, **kwargs):
super(RestFirewallAPI, self).init(*args,**kwargs)

# logger configure
FirewallController.set logger(self.logger)

self.dpset = kwargs|['dpset']
wsgi = kwargs|['wsgi']
self.waiters = {}

self.data = {}

self.data['dpset'] = self.dpset
self.data['waiters'] = self.waiters

mapper = wsgi.mapper

wsgi.registory['FirewallController'] = self.data

path = "/firewall'

requirements = {'switchid': SWITCHID PATTERN,
'vlanid: VLANID PATTERN}

# for firewall status

uri = path + '/module/status’

mapper.connect('firewall', uri,
controller=FirewallController,
action='get_status',
conditions=dict(method=['GET']))

uri = path + /module/enable/ {switchid}'

mapper.connect('firewall', uri,
controller=FirewallController,
action='set_enable',
conditions=dict(method=['PUT"]),
requirements=requirements)

uri = path + '/module/disable/{switchid}'
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mapper.connect('firewall', uri,
controller=FirewallController,
action='set_disable’',
conditions=dict(method=['PUT"]),
requirements=requirements)

# for firewall logs

uri = path + '/log/status’

mapper.connect('firewall', uri,
controller=FirewallController,
action='get log_status',
conditions=dict(method=['GET"]))

uri = path + '/log/enable/{switchid}'

mapper.connect('firewall', uri,
controller=FirewallController,
action='set_log_enable',
conditions=dict(method=['PUT"]),
requirements=requirements)

uri = path + '/log/disable/ {switchid}'

mapper.connect('firewall', uri,
controller=FirewallController,
action='set_log_disable',
conditions=dict(method=['PUT']),
requirements=requirements)

# for no VLAN data

uri = path + "/rules/{switchid}'

mapper.connect(‘firewall', uri,
controller=FirewallController,
action='get rules',
conditions=dict(method=['GET"]),
requirements=requirements)

mapper.connect('firewall', uri,
controller=FirewallController,
action='set_rule',
conditions=dict(method=['POST"]),
requirements=requirements)

mapper.connect('firewall', uri,
controller=FirewallController,
action='delete rule',
conditions=dict(method=['DELETE']),
requirements=requirements)
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# for VLAN data

uri +="/{vlanid}'

mapper.connect('firewall', uri,
controller=FirewallController,
action='get vlan_rules',
conditions=dict(method=['GET"]),
requirements=requirements)

mapper.connect('firewall', uri,
controller=FirewallController,
action='set_vlan_rule',
conditions=dict(method=['POST")),
requirements=requirements)

mapper.connect('firewall', uri,
controller=FirewallController,
action='delete vlan_rule',
conditions=dict(method=['DELETE']),
requirements=requirements)

def stats_reply handler(self, ev):
msg = ev.msg

dp = msg.datapath

if dp.id not in self.waiters:

return
if msg.xid not in self.waiters[dp.id]:
return
lock, msgs = self.waiters[dp.id][msg.xid]
msgs.append(msg)
flags =0

if dp.ofproto.OFP_VERSION == ofproto_vl 0.OFP_VERSION or \
dp.ofproto.OFP_VERSION == ofproto_vl 2.0FP_VERSION:
flags = dp.ofproto.OFPSF_REPLY MORE
elif dp.ofproto.OFP_VERSION == ofproto_v1 3.0OFP_VERSION:
flags = dp.ofproto. OFPMPF_REPLY MORE

if msg.flags & flags:

return
del self.waiters[dp.id][msg.xid]
lock.set()

@set_ev_cls(dpset.EventDP, dpset. DPSET _EV_DISPATCHER)
def handler datapath(self, ev):
if ev.enter:
FirewallController.regist ofs(ev.dp)
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else:
FirewallController.unregist ofs(ev.dp)

# for OpenFlow versionl.0
@set_ev_cls(ofp_event.EventOFPFlowStatsReply, MAIN DISPATCHER)
def stats reply handler vl O(self, ev):

self.stats reply handler(ev)

# for OpenFlow versionl.2 or later
@set_ev_cls(ofp_event.EventOFPStatsReply, MAIN DISPATCHER)
def stats_reply handler vl 2(self, ev):

self.stats reply handler(ev)

@set_ev_cls(ofp_event.EventOFPPacketln, MAIN DISPATCHER)
def packet in_handler(self, ev):
pkt = packet.Packet(ev.msg.data)
eth = pkt.get protocols(ethernet.ethernet)[0]
#HE-GE OVS $ @ e in cnd R hk K 4T K
pkt ipv4 = pkt.get protocol(ipv4.ipv4)
pkt _ipv6 = pkt.get protocol(ipv6.ipv6)
pkt tcp = pkt.get protocol(tcp.tcp)
if pkt_tcp:
if pkt tcp.dst_port == 80:
if pkt_ipv4:
if pkt ipv4.dst=="10.21.20.162":
print "ipv4 :" + pkt ipv4.src
mac_ip_list[pkt ipv4.src] = eth.src
if pkt_ipv6:
if pkt_ipv6.dst ==
"2001:€10:6840:21:a00:27ft:fel6:bSba":
print "ipv6 :" + pkt ipv6.src
mac_ip list[pkt ipv6.src] = eth.src
FirewallController.packet in_handler(ev.msg)

class FirewallOfsList(dict):
def init_ (self):
super(FirewallOfsList, self). init ()

def get ofs(self, dp _id):
if len(self) == 0:
raise ValueError('firewall sw is not connected.")

dps = {}

if dp_id ==REST ALL:
dps = self

else:
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try:

dpid = dpid_lib.str to dpid(dp id)
except:

raise ValueError('Invalid switchID.")

if dpid in self:
dps = {dpid: self[dpid]}
else:
msg = 'firewall sw is not connected. :
switchID=%s' % dp_id
raise ValueError(msg)

return dps

class FirewallController(ControllerBase):

_OFS_LIST = FirewallOfsList()
_LOGGER = None

def init (self, req, link, data, **config):
super(FirewallController, self). _init_(req, link, data, **config)
self.dpset = data['dpset']
self.waiters = data['waiters']

@classmethod

def set logger(cls, logger):
cls. LOGGER = logger
cls. LOGGER.propagate = False
hdlr = logging.StreamHandler()
fmt_str ='[FW][%(levelname)s] %(message)s'
hdlr.setFormatter(logging.Formatter(fmt_str))
cls. LOGGER.addHandler(hdlr)

@staticmethod
def regist_ofs(dp):
dpid_str =dpid lib.dpid to_str(dp.id)
try:
f ofs = Firewall(dp)
except OFPUnknownVersion as message:
FirewallController. LOGGER.info(
'dpid=%s: %s', dpid_str, message)
return

FirewallController. OFS LIST.setdefault(dp.id, f ofs)
HE-T F B ARPILIER R R AP S 5 R RARR
#f ofs.set disable flow()
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#f ofs.set_arp flow()
f ofs.set log enable()
FirewallController. LOGGER.info('dpid=%s: Join as firewall.',dpid_str)

(@staticmethod
def unregist ofs(dp):
if dp.id in FirewallController. OFS LIST:
del FirewallController. OFS LIST[dp.id]
FirewallController. LOGGER.info(
'dpid=%s: Leave firewall.", dpid lib.dpid to str(dp.id))

# GET /firewall/module/status
def get_status(self, req, ** kwargs):
return self. access module(REST ALL,'get status',waiters=self.waiters)

# POST /firewall/module/enable/ {switchid}
def set_enable(self, req, switchid, ** kwargs):
return self. access module(switchid, 'set_enable flow')

# POST /firewall/module/disable/{switchid }
def set disable(self, req, switchid, ** kwargs):
return self. access module(switchid, 'set disable flow')

# GET /firewall/log/status
def get log status(self, dummy, ** kwargs):
return self. access module(
REST ALL,'get log status',waiters=self.waiters)

# PUT /firewall/log/enable/ {switchid}
def set_log enable(self, dummy, switchid, ** kwargs):
return self. access module(
switchid,'set log enable',waiters=self.waiters)

# PUT /firewall/log/disable/{switchid }
def'set log disable(self, dummy, switchid, ** kwargs):
return self. access module(switchid,
'set_log disable',
waiters=self.waiters)

def access module(self, switchid, func, waiters=None):
try:
dps = self._ OFS LIST.get ofs(switchid)
except ValueError as message:
return Response(status=400, body=str(message))

msgs =[]
for f ofs in dps.values():
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function = getattr(f ofs, func)
msg = function() if waiters is None else function(waiters)
msgs.append(msg)

body = json.dumps(msgs)
return Response(content type='application/json’', body=body)

# GET /firewall/rules/{switchid}
def get rules(self, req, switchid, ** kwargs):
return self. get rules(switchid)

# GET /firewall/rules/ {switchid}/{vlanid}
def get vlan rules(self, req, switchid, vlanid, ** kwargs):
return self. get rules(switchid, vlan_id=vlanid)

# POST /firewall/rules/{switchid}
def set_rule(self, req, switchid, ** kwargs):
return self._set rule(req, switchid)

# POST /firewall/rules/{switchid}/{vlanid}
def'set vlan rule(self, req, switchid, vlanid, ** kwargs):
return self._set rule(req, switchid, vlan_id=vlanid)

# DELETE /firewall/rules/{switchid}
def delete rule(self, req, switchid, ** kwargs):
return self. delete rule(req, switchid)

# DELETE /firewall/rules/{switchid}/{vlanid}
def delete vlan_rule(self, req, switchid, vlanid, ** kwargs):
return self. delete rule(req, switchid, vlan_id=vlanid)

def get rules(self, switchid, vlan id=VLANID NONE):
try:
dps = self. OFS_LIST.get ofs(switchid)
vid = FirewallController. conv_toint vlanid(vlan_id)
except ValueError as message:
return Response(status=400, body=str(message))

msgs =[]

for f ofs in dps.values():
rules = f ofs.get rules(self.waiters, vid)
msgs.append(rules)

body = json.dumps(msgs)
return Response(content_type='application/json', body=body)

def set rule(self, req, switchid, vlan id=VLANID NONE):
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try:
rule = json.loads(req.body)
#Packet-In P & H-F 8 (= ht 27 R B 2yt & b1
Hit ek £ Rdp £ ¢ R (RS T
print rule
if "src" in rule:
rule['dl_src'] =mac ip_list[rule['src']]
rule.pop('src')
if "dst" in rule:
rule['d]l_dst'] =mac ip_list[rule['dst']]
rule.pop('dst’)
except SyntaxError:
FirewallController. LOGGER.debug(
'invalid syntax %s', req.body)
return Response(status=400)

try:

dps =self. OFS LIST.get ofs(switchid)

vid = FirewallController. conv_toint vlanid(vlan_id)
except ValueError as message:

return Response(status=400, body=str(message))

msgs =[]
for £ ofs in dps.values():
try:
#RALR) s T3 F A TPv4 or IPV6 $R4e iz 4 ¢
if "dl_type" not in rule:
rule['dl type'] = "IPv4"
msg = f ofs.set_rule(rule, self.waiters, vid)
msgs.append(msg)
rule['dl type'l = "IPv6"
msg = f ofs.set_rule(rule, self.waiters, vid)
msgs.append(msg)
else:
msg =f ofs.set_rule(rule, self.waiters, vid)
msgs.append(msg)
except ValueError as message:
return Response(status=400, body=str(message))

body = json.dumps(msgs)
return Response(content _type='application/json’', body=body)

def delete rule(self, req, switchid, vlan_id=VLANID NONE):
try:
ruleid = json.loads(req.body)
except SyntaxError:
FirewallController. LOGGER.debug('invalid syntax %s', req.body)
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return Response(status=400)

try:
dps = self. OFS LIST.get ofs(switchid)

vid = FirewallController. conv_toint vlanid(vlan_id)

except ValueError as message:
return Response(status=400, body=str(message))

msgs =[]
for f ofs in dps.values():

try:

msg ={ ofs.delete_rule(ruleid, self.waiters, vid)

msgs.append(msg)
except ValueError as message:

return Response(status=400, body=str(message))

body = json.dumps(msgs)

return Response(content_type='application/json', body=body)

@staticmethod
def conv_toint vlanid(vlan_id):
if vlan_id != REST ALL:
vlan_id = int(vlan_id)
if (vlan_id != VLANID NONE and
(vlan_id < VLANID MIN or
VLANID MAX <vlan_id)):

msg = 'Invalid {vlan_id} value. Set [%d-%d]'

% (VLANID_ MIN,
VLANID MAX)
raise ValueError(msg)
return vlan_id

(@staticmethod

def packet in_handler(msg):
pkt = packet.Packet(msg.data)
dpid_str = dpid lib.dpid to str(msg.datapath.id)
#FirewallController. LOGGER.info('dpid=Y%s:
# Blocked packet = %s',
# dpid_str, pkt)

class Firewall(object):
_OFCTL = {ofproto_v1 0.OFP_VERSION: ofctl vl 0,

ofproto_vl 2.0FP_VERSION: ofctl vl 2,
ofproto_ vl 3.0FP_VERSION: ofctl vl 3}
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def init (self, dp):
super(Firewall, self). init ()
self.vlan_list = {}
self.vlan listf VLANID NONE]=0 # for VLAN=None
self.dp =dp
version = dp.ofproto.OFP_ VERSION

if version not in self. OFCTL.:
raise OFPUnknownVersion(version=version)

self.ofctl = self. OFCTL[version]

def update vlan list(self, vlan_list):
for vlan_id in self.vlan_list.keys():
if vlan_id is not VLANID NONE and vlan_id not in vlan_list:
del self.vlan_list[vlan_id]

def get cookie(self, vlan_id):
if vlan_id == REST_ ALL:
vlan_ids = self.vlan_list.keys()
else:
vlan_ids = [vlan_id]

cookie list =]
for vlan_id in vlan_ids:
self.vlan_list.setdefault(vlan_id, 0)
self.vlan_list[vlan_id] +=1
self.vlan_list[vlan id] &= ofproto vl 3 parser.UINT32 MAX
cookie = (vlan_id << COOKIE_SHIFT VLANID) +\
self.vlan_list[vlan_id]
cookie list.append([cookie, vlan_id])

return cookie list

@staticmethod
def cookie to ruleid(cookie):
return cookie & ofproto vl 3 parser.UINT32 MAX

# REST command template
def rest_ command(func):
def rest command(*args, **kwargs):
key, value = func(*args, **kwargs)
switch_id = dpid lib.dpid to str(args[0].dp.id)
return {REST SWITCHID: switch _id,
key: value}
return _rest command
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@rest_command
def get_status(self, waiters):
msgs = self.ofctl.get flow stats(self.dp, waiters)

status = REST STATUS_ENABLE
if str(self.dp.id) in msgs:
flow_stats = msgs[str(self.dp.id)]
for flow_stat in flow_stats:
if flow_stat['priority'] == STATUS FLOW_PRIORITY:
status = REST _STATUS DISABLE

return REST STATUS, status

@rest_command
def set_disable flow(self):
cookie =0
priority = STATUS_ FLOW_PRIORITY
match = {}
actions =[]
flow = self. to of flow(cookie=cookie, priority=priority,

match=match, actions=actions)

cmd = self.dp.ofproto.OFPFC_ADD
self.ofctl.mod_flow_entry(self.dp, flow, cmd)

msg = {'result": 'success','details": 'firewall stopped.'}
return REST COMMAND_ RESULT, msg

@rest_command
def set_enable flow(self):
cookie =0
priority = STATUS FLOW_PRIORITY
match = {}
actions =[]
flow = self. to_of flow(cookie=cookie, priority=priority,
match=match, actions=actions)

cmd = self.dp.ofproto.OFPFC_DELETE STRICT
self.ofctl.mod_flow_entry(self.dp, flow, cmd)

msg = {'result": 'success', 'details": 'firewall running.'}
return REST COMMAND_ RESULT, msg

@rest_command

def get log status(self, waiters):
msgs = self.ofctl.get flow_stats(self.dp, waiters)

62



status = REST STATUS DISABLE
if str(self.dp.id) in msgs:
flow_stats = msgs|[str(self.dp.id)]
for flow_stat in flow_stats:
if flow_stat['priority'] == LOG_FLOW_PRIORITY:
if flow_stat['actions']:
status = REST STATUS ENABLE

return REST LOG STATUS, status

@rest_command
def'set log disable(self, waiters=None):

return self. set log status(False, waiters)

@rest_command
def'set log enable(self, waiters=None):

return self._set log status(True, waiters)

def set log status(self, is_enable, waiters):

if is_enable:
actions = Action.to_openflow(
self.dp, {REST ACTION: REST ACTION_ PACKETIN})
details = 'Log collection started.'
else:
actions =[]
details = '"Log collection stopped.'

cmd = self.dp.ofproto.OFPFC_ADD

if waiters:
msgs = self.ofctl.get flow_stats(self.dp, waiters)

if str(self.dp.id) in msgs:
flow_stats = msgs[str(self.dp.id)]
for flow_stat in flow_stats:
priority = flow_statfREST PRIORITY]
if (priority == STATUS _FLOW_PRIORITY
or priority == ARP_FLOW_PRIORITY):
continue
action = flow_stat[REST ACTION]
if action == [
'OUTPUT:%d' % self.dp.ofproto. OFPP_ NORMAL]:
continue

cookie = flow_statfREST COOKIE]
match = Match.to mod_openflow(
flow_statfREST MATCH])
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flow = self. to of flow(
cookie=cookie, priority=priority,
match=match, actions=actions)
self.ofctl.mod_flow_entry(self.dp, flow, cmd)
else:
# Initialize.
flow = self. to of flow(cookie=0,
priority=LOG_FLOW _PRIORITY,
match={}, actions=actions)
self.ofctl.mod_flow_entry(self.dp, flow, cmd)

msg = {'result": 'success', 'details': details}
return REST COMMAND_ RESULT, msg

def'set_arp flow(self):
cookie =0
priority = ARP_FLOW_PRIORITY
match = {REST DL TYPE: ether ETH TYPE ARP}
action = {REST ACTION: REST ACTION_ALLOW}
actions = Action.to_openflow(self.dp, action)
flow = self. to_of flow(cookie=cookie, priority=priority,

match=match, actions=actions)

cmd = self.dp.ofproto.OFPFC_ADD
self.ofctl.mod flow entry(self.dp, flow, cmd)

(@rest_command
def set_rule(self, rest, waiters, vlan_id):
msgs =[]
cookie list = self. get cookie(vlan_id)
for cookie, vid in cookie list:
msg = self. set rule(cookie, rest, waiters, vid)
msgs.append(msg)
return REST COMMAND RESULT, msgs

def set rule(self, cookie, rest, waiters, vlan_id):
priority = int(rest.get(REST PRIORITY,
ACL FLOW_PRIORITY MIN))

if (priority < ACL_FLOW PRIORITY MIN
or ACL_ FLOW_PRIORITY MAX < priority):
raise ValueError(
'Invalid priority value. Set [%d-%d]'
% (ACL_FLOW_PRIORITY MIN,
ACL_FLOW_PRIORITY MAX))

if vlan_id:
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restftREST DL VLAN] =vlan id

match = Match.to_openflow(rest)
if rest.get(REST_ACTION) == REST ACTION_ DENY:
result = self.get log status(waiters)

if resultREST LOG_STATUS] = REST STATUS ENABLE:

restfREST _ACTION] =REST ACTION PACKETIN
actions = Action.to_openflow(self.dp, rest)
flow = self. to_of flow(cookie=cookie, priority=priority,
match=match, actions=actions)

cmd = self.dp.ofproto.OFPFC_ADD
try:

self.ofctl.mod_flow_entry(self.dp, flow, cmd)
except:

raise ValueError('Invalid rule parameter.')

rule id = Firewall. cookie to ruleid(cookie)
msg = {'result": 'success', 'details': 'Rule added. :
rule_id=%d"' % rule id}

if vlan_id != VLANID NONE:
msg.setdefault(REST VLANID, vlan_id)
return msg

@rest_command
def get rules(self, waiters, vlan_id):
rules = {}
msgs = self.ofctl.get flow_stats(self.dp, waiters)

if str(self.dp.id) in msgs:
flow_stats = msgs[str(self.dp.1d)]
for flow_stat in flow_stats:
priority = flow_statfREST PRIORITY]
if (priority != STATUS FLOW_PRIORITY
and priority != ARP_FLOW_PRIORITY
and priority != LOG_FLOW_PRIORITY):
vid = flow_stat[REST MATCH].get(
REST DL VLAN, VLANID NONE)
if vlan_id ==REST ALL or vlan_id == vid:
rule = self. to rest rule(flow_stat)
rules.setdefault(vid, [])
rules[vid].append(rule)

get data =[]
for vid, rule in rules.items():

if vid == VLANID NONE:
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vid_data = {REST RULES: rule}
else:

vid data= {REST VLANID: vid, REST RULES: rule}
get data.append(vid_data)

return REST ACL, get data

@rest_command
def delete rule(self, rest, waiters, vlan_id):
try:
if restfREST RULE ID]==REST ALL:
rule id =REST ALL
else:
rule id = int(restfREST RULE ID])
except:
raise ValueError('Invalid ruleID.")

vlan_list =]
delete list =[]

msgs = self.ofctl.get flow_stats(self.dp, waiters)
if str(self.dp.id) in msgs:
flow_stats = msgs[str(self.dp.1d)]
for flow_stat in flow_stats:
cookie = flow_statfREST COOKIE]
ruleid = Firewall. cookie to ruleid(cookie)
priority = flow_statfREST PRIORITY]
dl vlan = flow_statfREST MATCH].get(
REST DL VLAN, VLANID NONE)

if (priority != STATUS FLOW_PRIORITY
and priority = ARP_FLOW_PRIORITY
and priority != LOG_FLOW_PRIORITY):
if ((rule_id == REST _ ALL or rule_id == ruleid)
and (vlan_id ==dl _vlan or vlan_id == REST_ ALL)):
match = Match.to_mod_openflow(
flow_statfREST MATCH])
delete list.append([cookie, priority, match])
else:
if dl_vlan not in vlan_list:
vlan_list.append(dl_vlan)

self. update vlan list(vlan_list)
if len(delete list) == 0:
msg_details = 'Rule is not exist.'

ifrule id = REST ALL:
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msg_details +=": ruleID=%d' % rule id

msg = {'result": 'failure’, 'details": msg_details}

else:

cmd = self.dp.ofproto.OFPFC_DELETE STRICT

actions =[]

delete ids = {}

for cookie, priority, match in delete list:
flow = self. to of flow(cookie=cookie, priority=priority,

match=match, actions=actions)

self.ofctl.mod_flow_entry(self.dp, flow, cmd)

vid = match.get(REST DL_VLAN, VLANID NONE)
rule id = Firewall. cookie to ruleid(cookie)
delete_ids.setdefault(vid, ")
delete_ids[vid] +=(
('%d' if delete ids[vid] == "else ',%d")
% rule_id)

msg =[]
for vid, rule ids in delete ids.items():
del msg = {'result" 'success', 'details': 'Rule deleted. :
ruleID=%s' % rule_ids}
if vid I= VLANID NONE:
del msg.setdefault(REST VLANID, vid)
msg.append(del msg)

return REST COMMAND RESULT, msg

def to of flow(self, cookie, priority, match, actions):
flow = {'cookie': cookie,
'priority": priority,
'flags": 0,
"idle timeout': 86400,
'hard_timeout": 0,
'match': match,
'actions': actions}
return flow

def to rest rule(self, flow):
ruleid = Firewall. cookie to ruleid(flow[REST COOKIE])
rule = {REST RULE ID: ruleid}
rule.update({REST PRIORITY: flow[REST PRIORITYT]})
rule.update(Match.to_rest(flow))
rule.update(Action.to_rest(self.dp, flow))
return rule
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class Match(object):

_CONVERT = {REST DL TYPE:

{REST DL TYPE ARP: ether ETH TYPE ARP,
REST DL TYPE IPV4: cther ETH TYPE IP,
REST DL TYPE IPV6: ether ETH TYPE IPV6},

REST NW_PROTO:

{REST NW_PROTO TCP: inet.IPPROTO TCP,
REST NW_PROTO_UDP: inet.[PPROTO_UDP,
REST NW_PROTO_ICMP: inet.IPPROTO ICMP,
REST NW_PROTO _ICMPV6: inet.IPPROTO_ICMPV6!}

_ MATCHES = [REST IN PORT,
REST SRC MAC,
REST DST MAC,
REST DL TYPE,
REST DL VLAN,
REST SRC_IP,
REST DST IP,
REST SRC_IPV6,
REST DST _IPVG,
REST NW_PROTO,
REST TP SRC,
REST TP _DST]

@staticmethod
def'to_openflow(rest):

def inv_combi(msg):
raise ValueError('

Invalid combination: [%s]' % msg)

def inv_2andI(*args):
__inv_combi("%s=%s and %s' % (args[0], args[1], args[2]))

def inv_2and2(*args):
__inv_combi('%s=%s and %s=%s' % (

args[0], args[1], args[2], args[3]))

def inv_landl(*args):
__inv_combi('%s and %s' % (args[0], args[1]))

def inv_land2(*args):
__inv_combi('%s and %s=%s' % (args[0], args[1], args[2]))

match = {}
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# error check
dl type = rest.get(REST DL TYPE)
nw_proto = rest.get(REST NW_PROTO)
if dl_type is not None:
if dl_type == REST DL TYPE ARP:
if REST SRC IPV6 in rest:
__inv_2andI(
REST DL TYPE, REST DL TYPE ARP,
REST SRC IPV6)
if REST DST IPV6 in rest:
__inv_2andI(
REST DL TYPE, REST DL TYPE ARP,
REST DST IPV6)
if nw_proto:
__inv_2andI(
REST DL TYPE, REST DL TYPE ARP,
REST NW_PROTO)
elif dl type ==REST DL TYPE IPV4:
if REST SRC IPV6 in rest:
__inv_2andI(
REST DL TYPE, REST DL TYPE IPV4,
REST SRC IPV6)
if REST DST IPV6 in rest:
__inv_2andI(
REST DL TYPE, REST DL TYPE IPV4,
REST DST IPV6)
if nw_proto == REST NW_PROTO_ICMPV6:
__inv_2and2(
REST DL TYPE, REST DL TYPE IPV4,
REST NW_PROTO,
REST NW_PROTO_ICMPV6)
elif dl_type ==REST DL TYPE IPVé:
if REST SRC IP in rest:
__inv_2andI(
REST DL TYPE, REST DL TYPE IPVe,
REST SRC IP)
if REST DST IP in rest:
__inv_2and1(
REST DL TYPE,
REST DL TYPE IPV6, REST DST IP)
if nw_proto == REST NW_PROTO_ICMP:
__inv_2and2(
REST DL TYPE, REST DL TYPE IPVe,
REST NW_PROTO, REST NW_PROTO_ICMP)
else:
raise ValueError(
'Unknown dl_type : %s' % dl_type)
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else:
if REST SRC IP in rest:
if REST SRC IPV6 in rest:
__inv_landl(REST SRC IP,
REST SRC IPV6)
if REST DST IPV6 in rest:
__inv_landl(REST SRC IP,
REST DST IPV6)
if nw_proto == REST NW_PROTO ICMPV6:
__inv_land2(
REST SRC IP,REST NW_PROTO,
REST NW_PROTO_ICMPV6)
restftREST DL TYPE]=REST DL TYPE IPV4
elif REST DST IP in rest:
if REST SRC IPV6 in rest:
__inv_landl(REST DST IP,
REST SRC IPV6)
if REST DST IPV6 in rest:
__inv_landl(REST DST IP,
REST DST IPV6)
if nw_proto ==REST NW_PROTO_ICMPV6:
__inv_land2(
REST DST IP,REST NW_PROTO,
REST NW_PROTO_ICMPV6)
restftREST DL TYPE]=REST DL TYPE IPV4
elif REST SRC IPV6 in rest:
if nw_proto == REST NW_PROTO_ICMP:
__inv_land2(
REST SRC IPV6, REST NW_PROTO,
REST NW_PROTO_ICMP)
restftREST DL TYPE]=REST DL TYPE IPV6
elif REST DST IPV6 in rest:
if nw_proto == REST NW_PROTO_ICMP:
__inv_land2(
REST DST IPV6, REST NW_PROTO,
REST NW_PROTO_ICMP)
restfREST DL TYPE]=REST DL TYPE IPV6
else:
if nw_proto == REST NW_PROTO_ICMP:
restfREST DL TYPE] =
REST DL TYPE IPV4
elif nw_proto == REST NW_PROTO_ICMPVé6:
restfREST DL TYPE] =
REST DL TYPE IPV6
elif nw_proto == REST NW_PROTO_TCP or \
nw_proto == REST NW _ PROTO_ UDP:
raise ValueError(
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'no dl_type was specified’)
else:
raise ValueError(
"Unknown nw_proto: %s' % nw_proto)

for key, value in rest.items():
if key in Match. CONVERT:
if value in Match. CONVERT/key]:
match.setdefault(key,
Match. CONVERT[key][value])
else:
raise ValueError(
'Invalid rule parameter. :
key=%s' % key)
elif key in Match. MATCHES:
match.setdefault(key, value)

return match

@staticmethod
def'to_rest(openflow):
of match = openflow|[REST MATCH]

mac_dontcare = mac.haddr_to_str(mac. DONTCARE)
ip_dontcare ='0.0.0.0'
ipv6_dontcare ="'

match = {}
for key, value in of match.items():
if key == REST SRC MAC or key == REST DST MAC:
if value == mac_dontcare:
continue
elif key == REST SRC IP or key == REST DST IP:
if value == ip_dontcare:
continue
elif key == REST SRC IPV6 or key ==REST DST IPVé6:
if value == ipv6_dontcare:
continue
elif value == 0:
continue

if key in Match. CONVERT:
conv = Match. CONVERT|[key]
conv = dict((value, key) for key,
value in conv.items())
match.setdefault(key, conv[value])
else:
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match.setdefault(key, value)
return match

(@staticmethod

defto mod openflow(of match):
mac_dontcare = mac.haddr to str(mac. DONTCARE)
ip_dontcare ='0.0.0.0'
ipv6_dontcare ="'

match = {}
for key, value in of match.items():
if key == REST SRC MAC or key == REST DST MAC:
if value == mac_dontcare:
continue
elif key == REST_SRC _IP or key == REST DST IP:
if value == ip_dontcare:
continue
elif key == REST_SRC _IPV6 or key == REST DST IPV6:
if value == ipv6_dontcare:
continue
elif value == 0:
continue

match.setdefault(key, value)

return match

class Action(object):

@staticmethod
def'to_openflow(dp, rest):
value =rest.get(REST ACTION, REST ACTION_ALLOW)

if value == REST_ACTION_ ALLOW:
out_port = dp.ofproto. OFPP_ NORMAL
action = [ {'type": 'OUTPUT",
'port’: out_port} ]
elif value == REST ACTION_ DENY:
action = []
elif value == REST ACTION PACKETIN:
out_port = dp.ofproto.OFPP_ CONTROLLER
action = [{'type": 'OUTPUT!, 'port': out_port, 'max_len": 128}]
else:
raise ValueError('Invalid action type.')
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return action

@staticmethod
def'to_rest(dp, openflow):
if REST ACTION in openflow:
action_allow ="'OUTPUT:%d' % dp.ofproto.OFPP_ NORMAL
if openflow[REST ACTION] == [action_allow]:
action = {REST _ACTION: REST ACTION ALLOW}
else:
action = {REST ACTION: REST ACTION DENY}
else:
action = {REST ACTION: 'Unknown action type.'}

return action

73



“t4=  Authentication Module 2. & ;% 5

M 4 A< Authentication Module Z- #2 ;% 75 ¢

from flask import Flask, render template, redirect, url for, request
from flask import jsonify

from uuid import getnode as get mac

import pycurl, json

import time

import threading

app = Flask(__name )
@app.route('/nowelcome')
def nowelcome():

return render_template("nowelcome.html")
@app.route('/welcome")

def welcome():
return render_template("welcome.html")

@app.route('/', methods=['GET', 'POST"])
def login():

#user name and password

user_acc = {"lab":"802.16", "solomon":"rfc3261", "jjchen":"rfc7668",

"ccyang":"rfc6334"}
print ('[P:+request.remote addr)
error = None
if request.method == 'POST":
if request.form['username'] in user_acc.keys():

if request.form['password'|==user_acc[request.form['username']]:

print "ALL right"

getIP(request.remote addr)

if "2001:e10" in request.remote_addr :
addRule6(request.remote addr)
return redirect(url_for(‘'welcome'))

else: addRule(request.remote addr[7:])

return redirect(url_for(‘'welcome'))
else:
print "error password"
error = ('Invalid password. Please try again.")
else:
print "error acount"
error = ('Invalid username.
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Please try again.")
return render_template('login.html', error=error)

He g S8 S @ PIRE iy
def getIP(add):
f = open('record.log','a")
f.write(add+"\n")
f.close
print("IP:"+add+" has been written")

def addRule(add):
# switch ID : 00001c6f65d30e24
#oo % B Fedr ot hswitch ¥ 02 i * all B~ % switch ID
# Example: http://10.21.21.179:8080/firewall/rules/all
#ILTT G 4 LA Lh switch o switch IP =4k £ 0 10.21.21.179
ryu_ovs2_url = "http://10.21.21.179:8080/firewall/rules/00001c6165d30e24"
data 1 = json.dumps({"src": add, "priority": "500"})
data_ 2 = json.dumps({"dst": add, "priority": "500"})
¢ = pycurl.Curl()
c.setopt(pycurl.URL, ryu_ovs2 url)
c.setopt(pycurl.POST, 1)
c.setopt(pycur. POSTFIELDS, data 1)
c.perform()
print()
¢ = pycurl.Curl()
c.setopt(pycur.URL, ryu_ovs2 url)
c.setopt(pycurl.POST, 1)
c.setopt(pycur. POSTFIELDS, data 2)
c.perform()

print()

def addRule6(add):
ryu_ovs2_url ="http://10.21.21.179:8080/firewall/rules/00001c6f65d30e24"
data 1 = json.dumps({"src": add, "priority": "500"})
data 2 = json.dumps({"dst": add, "priority": "500"})
print data_1
¢ = pycurl.Curl()
c.setopt(pycurLURL, ryu_ovs2 url)
c.setopt(pycurl.POST, 1)
c.setopt(pycur.POSTFIELDS, data 1)
c.perform()
print()
¢ = pycurl.Curl()
c.setopt(pycurLURL, ryu ovs2 url)
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http://10.21.21.179:8080/firewall/rules/all

c.setopt(pycurl.POST, 1)

c.setopt(pycur. POSTFIELDS, data 2)
c.perform()

print()

if name ==' main "

#app.run(host="0.0.0.0', port=80, threaded=True)

app.run(host=":', port=80, threaded=True)

if count _list[address_list.index(

request.remote _addr)] > 4:
redirect(url_for('nowelcome'))
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