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LOBUS(LOad-Balancing over UnStructured networks)

Abstract—In data center networks, how to balance workloads
is a key issue with the fast growth of network applications.
OpenFlow protocol, which is a competitive candidate for
solving the problem, provides each user the programmatic
control for specific flows, so as to determine their paths
through a network. However, existing solutions based on
OpenFlow only try to find a static routing path during
initialization step while the static routing path often suffers
from poor performance since the network configuration may
change during the data transmission. To solve the problem,
this paper proposes LABERIO, a novel path-switching
algorithm, to balance the traffic dynamically during the
transmission. Experiments on two Kkinds of network
architectures demonstrate that LABERIO outperform other
typical load balancing algorithms like Round Robin and
LOBUS by reducing up to 13% transmission time.

Keywords-OpenFlow; load balancing; path selection; fat-tree
topology;

I INTRODUCTION

Load balancing is a very hot issue of high importance in
traffic management field. The purpose of load balancing in a
network is to distribute traffic evenly among multiple paths,
thus make it able to process more data flows using less time.
To avoid congestion on a server, many datacenters use load-
balancer hardware devices to help distribute network traffic
across multiple machines. However, these devices are often
too expensive to be widely used. The emergence of
OpenFlow technology brings about an effective and
affordable solution to control the network traffic. It enables
the software running on multiple routers to determine the
path of network packets through the network. The first
OpenFlow controller, named NOX [6], has been successfully
used to separate the packets control from the forwarding, so
as to allow for more sophisticated traffic management rather
than just use access control lists (ACLs) and routing
protocols [1]. Figure 1 shows the basic structure of a NOX-
based OpenFlow network. In OpenFlow, switches are
represented by flow tables with entries of the form <header :
counters, actions>. For each packet matching a specified
header, the counters are updated and the appropriate actions
are taken. OpenFlow switches process traffic according to a
limited number of rules on packet headers that are chosen
and installed by an out-of-band controller [7]. In theory, per-
flow rules could be used for load balancing. Therefore, it is
possible to balance the traffic in an OpenFlow-enabled
network.
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Many research works have been done to balance
workloads among [3, 5, 8, 18, 19] in OpenFlow networks.
However, all those schemes focused on the initialization of
the flows by leveraging path selection algorithms, while
overlooked other issues that may get serious. For example, as
the topology grows bigger and more complex, the time
needed for the path selection at the initialization will be
tremendously increased. On the other hand, these works will
be of little help if something unexpected happens during the
transmission, e.g. a link breakdown. Their proposals may
avoid the aggravation for load imbalance, but cannot solve
the overload issue when it happens.

Nework View

U

Figure 1. Components of a NOX-based network: OpenFlow (OF)
switches, a server running a NOX controller process and a database.

With the above considerations, in this paper we apply a
halfway switching strategy, which better utilizes the
advantage of the OpenFlow controller as well as distributed
network state adjustment. OpenFlow has a few limitations
which have been discussed by Wang, et al. [5]. For example,
it does not support hash-based routing [4] as a way to spread
traffic over multiple paths so far. Due to this, we rely more
on flexible load balancing algorithms to fit different
imbalance situations, so as to avoid the inadequacy of the
original OpenFlow protocol.
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摘要：在數據中心網絡中，如何平衡工作負載與網絡應用的快速增長是一個關鍵問題。 OpenFlow協議，這是解決該問題的有競爭力的候選，為每個用戶提供特定的流量控制的方案，以確定它們的路徑通過網絡。然而，現有的解決方案，基於OpenFlow的只能盡量找到一個靜態路由路徑在初始化步驟，而靜態路由路徑經常遭受以來表現不佳的網絡配置過程中可能會改變數據傳輸。為了解決這個問題，提出一種新的路徑切換算法， LABERIO ，在傳輸過程中動態地平衡流量。兩種類型的網絡架構上的實驗表明LABERIO優於其他典型的負載均衡算法輪循和LOBUS等減少達13 ％的傳輸時間。
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負載平衡是一個非常熱的問題在交通管理領域的高度重視。在網絡負載均衡的目的是在多個路徑之間均勻分配流量，從而使其能夠處理更多的數據流量使用較少的時間。為了避免服務器擁塞，許多數據中心使用負載平衡器的硬件設備，幫助分發網絡流量在多台機器上。然而，這些裝置往往過於昂貴得到廣泛的使用。的OpenFlow技術的出現，帶來了一個有效和負擔得起的解決方案來控制網絡流量。它使軟件上運行多個路由器的網絡數據包通過網絡來確定路徑。第一OpenFlow控制器，名為NOX [ 6 ]，已成功地用於分離從轉發的數據包控制，以便使更先進的交通管理，而不是僅僅使用訪問控制列表（ACL）和路由協議[1] 。圖1顯示了一個基於氮氧化物的OpenFlow網絡的基本結構。 OpenFlow的交換機流量表條目的形式<header表示： counters, actions> 。對於每個數據包匹配指定的標頭，計數器被更新，並採取適當的行動。 OpenFlow的交換機處理流量，根據數量有限的規則的數據包報頭的選擇和安裝的帶控制器[7] 。在的理論， 對流量規則可用於負載平衡。因此，它是可以把流量平衡在OpenFlow的功能網絡。
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許多研究工作已經完成，以平衡工作負載之中[3，5，8，18，19]在OpenFlow的網絡。然而，所有這些計劃專注於流的初始化，利用路徑選擇算法，而忽視其他問題，可能會嚴重。作為拓撲結構變得更大，更複雜的，例如，上面的初始化的路徑選擇所需要的時間將會大大增加。另一方面，這些作品將幫助不大，如果在傳輸過程中發生了意想不到的事情，例如鏈路故障。他們的建議可避免負載不均衡的惡化，但它發生的時候，不能夠解決超載問題。
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出於上述考慮，在本文中，我們應用中途切換策略，更好地利用優勢的OpenFlow控制器以及分佈式網絡狀態調整。OpenFlow的Wang等所討論過的有一些限制。 [5]。例如，它不支持基於散列的路由[4]作為一種傳播通過多條路徑的流量，到目前為止。由於這個原因，我們更多地依靠靈活的負載均衡算法，以適應不同的失衡情況，以免原來的OpenFlow協議的不足之處。
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問題:在早期大部分 static routing path 使用 OpenFlow ，往往這樣的方式在網路配置過程中是最不理想的。  
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解決:在一個網路環境中，如何 load balanced 使用 OpenFlow protocol?假設發現一個靜態(RR(Round Robin) and LOBUS  )路由路徑在初始化步驟，而靜態路由路徑經常遭受以來表現不佳的網路配置過程中可能會改變數據傳輸。為了解決這個問題提出了LABERIO(LoAd-BalancEd Routing wIth OpenFlow)減少13%傳輸時間。
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With the ultimate goal of dynamically achieving global
load balance in an OpenFlow-enabled network, we leverage
a novel integrated optimization algorithm, called LABERIO
(LoAd-BalancEd Routing with OpenFlow). It is designed to
improve the overall file transmission performance, to
minimize latency and response time as well as to maximize
the network throughput by better utilizing available
resources.

To the best of our knowledge, this is the first work to do
path-switching in the midway of a flow transmission within
an OpenFlow network. The main contributions of this paper
are:

e We developed LABERIO, a group of routing
algorithms  that theoretically achieve better
performance on maximizing the throughput while
reducing the total transmission time.

We described an implementation for LABERIO in
two different environments: a non-blocking full-
populated network topology and a typical fat-tree
network topology.

Comparative study has been conducted and
experiment results indicate that our algorithm
generally performs better than other -classical
methods within multiple transmission modes. This
will be declared later in Section V.

The rest of this paper is organized as follows: Section II
provides a brief background on various existing routing
algorithms, and compares them with LABERIO. Section III
introduces the system models we use and defines the
problem. Section IV describes the LABERIO routing
algorithm and analyzes its behavior under different scenarios.
Section V presents the experiments we have taken and
evaluates the final results. Section VI summarizes and
concludes this paper.

II.  RELATED WORK

Nowadays, load balancing issues and software defined
networking (SDN) [9] have been extensively studied in
distributed computing network.

Load balancing. A few papers analyze and contrast
among different load balancing algorithms. In [10], Sharma
et al. propose five algorithms: three of which are static load
balancing methods and the other two are dynamic ones.
Static load balancing refers to load balancing algorithms that
distribute the traffic strictly based on a fixed set of rules
according to the characteristics of the input traffic. It does
not feedback real-time information about traffic amount on
each link [2]. On the other hand, in a dynamic load balancing
algorithm, the load distribution is decided according to the
current processing rates and network conditions during
transmission. But they didn’t conduct experiments on those
algorithms. Theoretical illustration alone is not that
convincing. Recent proposals, such as TeXCP [12] and
COPE [13], focused on dynamic approaches. However, they
stress too much on the traffic splitting across multiple paths
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while lacking persuasive solutions to the packet reordering
issue, which may happen frequently. LABERIO solves this
problem by adding a sequence number to each subflow when
every time the original path is being switched.

Figure 2. Model A: 3-level non-blocking fully populated network.

SDN architecture. SDN allows for quick experimenting
and optimization of switching/routing policies. It can also be
used for the external access to the innards of switches and
routers that formerly were closed and proprietary. OpenFlow
is a leading SDN architecture. In order to balance the load,
Handigol et al. [3] provide a LOBUS algorithm, which
simply applies greedy selection strategy to pick the (server,
path) pair that yields the least total response time at every
request. Anitha et al. propose an idea similar to the usage of
OpenFlow switch flow table, which applies a load table on
the Dispatcher node to record the change of state and then
applies corresponding transfer policy [11]. All the above
papers are trying to come up with a pervasive solution so as
to timely balance the load at a global view. However, they
neglected the unpredictable changes of the load status on
tons of links. This will have even greater effect when the
distributed network grows bigger and bigger.

III. NETWORK MODEL AND PROBLEM FORMULATION

In this section, we firstly present the network model and
then formulate the problem.

A. Network Model

The general network topology (model A) considered in
our environment, consists of 2 core switches on 1% level, 4
Aggr (aggregation) switches on the 2™ level, and 4 ToR
(top-of-rack) switches on the 3™ level, as shown in Figure 2.
Sixteen end hosts are being connected to this network, titled
from A; to hys.

Another model (model B) which is frequently used in
existing networks is the fat-tree topology. The fat-tree
topology has many properties that make it attractive for large
scale interconnects and system area networks. This topology
structure is able to be expanded for different scales and it
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動態在支持OpenFlow的網絡實現全球負載平衡的最終目標，我們利用一種新型的綜合優化算法，稱為LABERIO（OpenFlow的負載均衡路由）。它的目的是改善整體的文件的傳輸性能，減少了等待時間和響應時間，以及更好地利用可用資源，最大限度地提高了網絡的吞吐量。
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據我們所知，這是第一工作要做OpenFlow的網絡內傳輸的流的中途路徑切換。本文的主要貢獻是：
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我們開發LABERIO，一組路由算法，理論上實現更好的性能，最大限度地提高吞吐量，同時降低總的傳輸時間。
在兩種不同的環境中，我們描述了一種實現LABERIO：一個非阻塞fullpopulated的網絡拓撲和一個典型的脂樹
網絡拓撲結構。
已進行了對比研究，實驗結果表明，我們的算法性能優於其他傳統方法在多種傳輸模式。這將被宣布在第五部分
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本文的其餘部分安排如下：第二部分提供了一個簡短的背景，對各種現有的路由算法，並比較它們與LABERIO。第三部分介紹我們使用的系統模型，並定義了該問題。第四節介紹LABERIO的路由算法，並分析其在不同情況下的行為。第五節介紹了我們所採取的實驗和評估的最終結果。第六節總結，並得出結論本文。
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如今，負載平衡問題和軟件定義網絡（SDN）[9]在分佈式計算網絡中已被廣泛研究。
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負載均衡。幾篇論文分析和對比不同的負載均衡算法。在[10] ， Sharma等人。提出五種算法：其中三個是靜態負載平衡的方法和其他兩個是動態的。靜態負載均衡是指負載均衡算法分配流量，嚴格按照一組固定的規則，根據輸入流量的特點。它不會反饋實時交通量信息的各個環節[2 ] 。另一方面，在一個動態負載平衡算法，根據當前的處理速率和網絡條件，在傳輸過程中決定的負載分佈。但他們沒有這些算法進行實驗。單純的理論說明是不那麼有說服力。最近提出的建議，如TeXCP [12 ]和COPE [13 ] ，側重於動態的方式。不過，他們強調太多跨越多條路徑上的分流，同時缺乏有說服力的解決方案，以數據包重新排序的問題，這可能會經常發生。 LABERIO解決了這個問題，通過添加一個序列號，每個子流時，每次的原始路徑被切換。
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SDN架構。 SDN允許交換/路由策略的快速試驗和優化。它也可以被用於外部訪問以前封閉和專有的交換機和路由器的內部結構。 OpenFlow是一家領先的SDN架構。為了平衡負載中， Handigol等。 [3]提供LOBUS算法，它只是適用貪心選擇策略挑（服務器，路徑）對產生最少總在每一個請求的響應時間。 anitha等。提出一個想法類似的使用OpenFlow的交換機流量表，它適用於負載調度節點上表記錄狀態的變化，然後應用相應的轉會政策[11]。所有上述文件都試圖拿出一個普遍的解決方案，從而及時的負載平衡在一個全球性的觀點。然而，它們忽略了不可預知的負載狀態的變化噸的鏈接。這將有更大的效果當分佈式網絡越吹越大時。
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在本節中，我們首先提出了網絡模型，然後制定問題。
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在現有的網絡中是經常使用的另一種模式（模式B）的脂樹的拓撲結構。胖樹拓撲結構有許多特性，使其更具有吸引力的大規模互連和系統區域網絡。這種拓撲結構能夠被擴展為不同尺度，而且還提供了兩個處理節點[14，15，16之間的冗餘路徑。
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also provides redundant paths between two processing nodes
[14, 15, 16].

Before delving into the detailed formulations of the load
balancing problem on network traffic, we assume:

e QoS data flow is measured by the minimum
bandwidth requirement.
Every link Z; can transmit data at its capacity rate C,
either one-way or double-way.
All switches in the network are 4*4 switches which
support OpenFlow protocols.
Once a flow is being moved to another path, the
divided subflows do not need to arrive in the original
sequence order. Every subflow is marked by a
sequence number to indicate its position in the
original flow, which will help reorder the subflows
after they all have reached the destination end host.
End host will set a priority weight value for a flow
before its transmission. This is done according to the
urgency and importance of the flow as well as the
end host’s service priority.

To solve this problem, we divide our work into two
phases: end host scheduling phase, and load-balanced
routing phase, as described in part B.

B. Process description

In this sub-section, we will introduce the process of our
network transmission, which mainly consists of two steps.

1) End Host Scheduling

For the initial flow scheduling mechanism, we come up
with a Largest Weight First Served (LWFS) algorithm. It
means, flows are scheduled based on the priority weight.
The flow who gains the largest Priority Weight (PW) (due
to the initial configuration on end hosts), will rank first to be
served in the next time slot. To be more specific, we
elaborate it with Model A in Figure 2. Suppose that end
hosts Al, h5 and hl0 simultaneously send transmission
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Model B: 3-level fat-tree network topology.

requests to the central controller at the beginning of time
slot N. The central controller will first look into the Priority
Weight Table (PWT) to find out the largest PW value, and
pick out the corresponding flow request. Furthermore, if
some coincidence happened, such as, the PW of two flows
are of the same value, we would randomly choose one.

Figure 4. Links affected by the transmission task.

2) Load-balanced Routing

For the data preparation of load-balanced routing
procedure, we need to create and maintain two important
tables to store the basic information of our network. They are
ToR Switch-to-ToR_Switch Paths Table (S2SPT) and_Load
Allocation Table (LAT).

In the S2SPT, every end host connects to a unique ToR
switch, so every row records all the possible paths from a
certain source end host to every other end host. Similarly,
every column records all the possible paths from every other
end host to a certain destination end host. Thus, the S2SPT
provides all paths information of every <src, dst> pair. This
table may become bigger and bigger as the network grows.
But since it can be generated offline and will be used as a
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鑽研詳細製劑對網絡流量的負載平衡問題之前，我們假設：
QoS數據流量測量的最小帶寬要求。
每一個環節l我可以傳輸數據，其容積率C I，無論是單程或雙程。
網絡中的所有交換機4*4個開關支持OpenFlow的協議的。
被分割的子流的流一旦被移動到另一條路徑，不需要在原來的順序到達。每個子流標記序列號，表明其位置在原有的流量，這將有助於子流程進行重新排序後，他們都已經達到了目的端主機。
最終主機將設置一個流之前，其傳輸的優先級權重值。這是根據流量，以及終端主機的服務優先級的緊迫性和重要性。
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為了解決這個問題，我們把我們的工作分為兩個階段：終端主機調度階段，負載均衡路由相，B部分中描述
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B.工藝介紹
在本小節中，我們將介紹的過程中，我們的網絡傳輸，這主要包括兩個步驟。
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1）終端主機調度
對於初始流量調度機制，我們想出了一個最大重量先到先得（LWFS）的算法。這意味著，流量預計基於優先的重量。流誰優先獲得最大重量（PW）（由於初始配置在高端主機上）後，將在接下來的時間槽首先要送達。為了更具體的，我們詳細闡述它與圖2中的A型車。假設為此主機的H1，H5和H10同時發送發送請求到中央控制器時隙N.年初，中央控制器將先探討優先重量表（PWT）找出最大的PW值，並挑選出相應的流量請求。此外，如果發生一些巧合，比如，兩個流的PW是相同的值，我們會隨機選擇一個。
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2）負載均衡路由
對於負載均衡的路由程序的數據準備，我們需要兩個重要的表創建和維護我們的網絡存儲的基本信息。他們是ToR交換機器開關路徑表（S2SPT）和負載
分配表（LAT）。
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在S2SPT，每個終端主機連接到一個獨特的ToR交換機，所以每一行記錄所有可能的路徑，從某個源端主機每個另一端主機。同樣，每列從每一個的另一端主機記錄所有可能的路徑有一定的目的端主機。因此，S2SPT提供每個<src, dst>對所有路徑信息。此表可能會變得越來越大，隨著網絡的增長。但是，因為它可以離線生成，將用作查找表的複雜性是沒有問題的。我們設置的數量啤酒花上界4。
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look up table, the complexity is not a problem. We set the
number of hops upper bounded by 4.

In the LAT, every row is indexed with a <src, ds¢> pair,
and every column specifies a time slot interval. Every value
in the LAT block indicates the corresponding remainder
capacity of a specific link. Here we formulate it to be C -
Cost. At the beginning, the LAT is initiated to be an all-C;
table, where C; is the capacity of link Z; (in Kbps). At the
very beginning of every time slot #, we update the values in
the i column due to the scheduling strategy decided by the
controller at time #. If a link is fully occupied, we set its LAT
value to be zero. Similarly, when a link collapses, failure
recovery mechanism would be achieved by setting the link
capacity zero so that no more flows will be transmitting
through this link. Then we continue to find the links which
could be used if the transmission’s requirement has still not
been fully satisfied. To make it more explicit, we will discuss
it under a certain scenario in section 3, where end host /; is
going to transmit a flow that has a QoS requirement of no
less than 150 Kbps to /7 at the beginning of time slot 5.

TABLE L TOR SWITCH-PAIR’S AVAILABLE PATH TABLE
Destination ToR Switch
S2SPT
S1 S2 S3 S4
{1,5,2} {1,5,3} {1,54}
{1,6,2} {1,6,3} {1,6,4}
(1,72} (1,73} (1,74}
{1,8,2} {1,8,3} {1,8,4}
{1,5,9,6,2} {1,5,9,6,3} {1,5,9,6,4}
15972 | ...
s1 (15982 | | ...
Source {1,6,9,52}
ToR (1,69.72 | ... ...
Switch (1,6982y | | ...
(18,1062} | ......
{1,8,10,7,2) | {1.8,107,3} | {1.8,10,7,4}
S§2 | ...
S3 0 |
sS4 |

The corresponding S2SPT and LAT are respectively
shown in TABLE I and TABLE II. Figure 4 shows how the

current task affects the relative links on our network model A.

Unidirectional solid lines indicate links serve for uphill only,
while dotted ones for downhill. Bidirectional dotted lines are
for links that are double-way available.

C. Problem Formulation

In this section, we will formally describe the Load
Balance Routing Policy.

Definition 1: The one-hop load-balance detector parameter
§(t). For a given network topology, it is determined by the
absolute gap between the overall average bandwidth
occupancy and the real-time load on each link.
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SN [Toad,, (® — loady;(®)]°
N

8(t) = (1)

In (1), load;;(t) is the occupied bandwidth on link <i, j>
at time 7. N is the number of overall links in the network.
Formula (1) is used to compute §(t) in every clock cycle.
We formulate 8(t) in the form of variance. In statistics,
variance is standardly used to measure the degree of
fluctuation of a random variable [21]. Here, we want to use
this meaning to take a measure of the network’s transmission
balance status. So that the degree of network equilibrium at
time 7 is negatively correlated to 8(t). This is one of the key
parameters in our work because we are going to use it as a
trigger of our balancing algorithms.

Definition 2: The one-hop LABERIO trigger threshold 6.
For a given network model, it is decided by experiments
under a fixed topology scenario. It varies according to the
complexity and topology of specific network. We will
elaborate this later in Section V. If §(t) > §*, the controller
will initiate the load-balance scheduling.

Basically, we are going to move the flow which occupies

the largest amount of bandwidth on the most congested link,
to some other available path.

Definition 3: The real-time bandwidth utilization rate n(t) is
measured by the ratio of the overall occupied bandwidth to
the total capacity of all links.

_ Xi'load;;(1)

=———%1009
MAX; oap * N ) %

n(t) (2)

Here MAX;oap stands for the physical upper bound
bandwidth on each link. The value of 7(t) can intuitively
reflect the effectiveness of the applied load-balancing
algorithm.

TABLE IL PROCESS OF LAT VALUE UPDATING
Time Slot
LAT
10 15- 15+
<sl,s5> 750 225 75
<sl, s6 > 750 97.5 97.5
<sl, s7> 750 120 120
<sl, s8> 750 165 165
<s5,82 > 750 0 0
<s5, 59 > 750 600 450
<s5,s10> 750 187.5 187.5
Link <s6, 52 > 750 133.5 133.5
<6, 59 > 750 150 150
<6, 510> 750 375 375
<s7,s2> 750 420 270
<s7,s9 > 750 750 600
<s7,s10> 750 225 225
<s8,s2 > 750 75 75
<s8,59 > 750 675 675
<s8,s10> 750 525 525

a. During the packets transmission from hl to h7, t0 is the initial state, t5- stands for the state before
flow routing at t5, and t5+ for after flow routing at t5. Figures are of KB unit.
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土地增值稅，索引一個<src, dst>對每一行，每一列指定一個時隙間隔。增值稅塊中的每個值表示一個特定的鏈接對應的剩餘容量。在這裡，我們制定了為C - 成本。一開始，土地增值稅開始，所有C表，其中C是鏈路L I （ Kbps）的能力。每個時隙TI在開始的時候，我們更新的ST列中的值所決定的調度策略
時刻t i時的控制器。如果一個鏈接被佔滿，我們設置其土地增值稅的值是零。同樣地，當有一個連接坍塌，將實現故障恢復機制，通過設置使沒有更多的流量將被傳輸通過這個鏈接的鏈路容量為零。然後，我們繼續，如果傳輸的要求仍然沒有得到完全滿意，可以用來找到的鏈接。為了使它更加明確，我們將討論它在一定的情況下在第3節，端主機h 1是要發送一個流的QoS要求不低於150 Kbps的開頭時隙5小時7 。
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分別示於表I和表II中的相應S2SPT和LAT。圖4顯示了當前的任務是如何影響我們的網絡模型A.單向實線表示的相對鏈接鏈接為上坡，下坡，而虛線的。雙向虛線為雙鏈接。
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C.問題配方
在本節中，我們將正式描述的負載平衡路由策略。
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定義1：單跳負載均衡器參數（T）。對於一個給定的網絡的拓撲結構，它是由整體平均帶寬佔用的絕對差距和每條鏈路上的實時載荷。
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（1），載荷（t）是佔用帶寬鏈路上<i, J的時間t。 N是網絡中的整體連結。式（1）被用來計算？（t）的每個時鐘週期。我們制定？（t）的方差的形式。在統計學中，方差是標準用來測量一個隨機變量的波動[21]的程度。在這裡，我們要使用這個意義上，採取措施，網絡的傳輸平衡狀態。因此，網絡均衡的程度，在時間t呈負相關（T）。這是我們工作中的關鍵參數之一，因為我們將使用它作為我們的平衡算法的觸發。
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定義2：單跳LABERIO，觸發閾值，對於一個給定的網絡模型，它是一個固定的拓撲情況下通過實驗決定。它根據不同的複雜性和具體的網絡拓撲結構。我們將
稍後闡述第五節如果？（？）>？，控制器將啟動負載平衡調度。
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基本上，我們要移動的流量佔據了最大的帶寬量最擁堵的環節，其他一些可用的路徑。
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定義3：實時帶寬利用率（T）測量的各個環節整體佔用帶寬的總容量的比例。
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MAX代表的物理上限帶寬上的每一個環節。的值（t）的，可以直觀地反映所施加的負載平衡算法的有效性。
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IV. LOAD-BALANCED ROUTING ALGORITHM

Since the load needs to be balanced during transmissions
of flows, we design the algorithm LABERIO as to find
alternative links for the busy ones. With this algorithm, the
workloads are balanced and a higher throughput is achieved.
In this section, we first give out the algorithm applicable for
the fully populated network model, then revised it to fit more
flexible situations.

Initial path selection. When the controller received a new
flow’s request from end host %; to end host /4, it will first
compute an initial temporarily optimal path for the flow to
take. All paths from h; to h; are available in S2SPT, in the
cell at the intersection of Col. s, Row. s2 (where s/ and s2
are the ToR switches directly connected to #; and h;,
respectively). To decide which path to take, we apply the
max-min remainder capacity strategy (MMRCS), which is
based on the widely used max-min policy [20].

Load balancing. During the file transmission, we monitor
the network status and apply LABERIO algorithm when
necessary.

Single-Hop LABERIO Algorithm

Main process:
1. while §(¢) > &*

2.

find the busiest link <i, j>, set our object flow to
be the biggest flow f; on this link;

find the substitute path of f; from head of <,
j>toendof <i, j>,ie,i=>m— ... >];

find the lightest path P, among (P;, P;,
P, ...), where p;, ps, p; ... all provide a
possible connection from i to j, and / is
the light index;

end
end
end

end while

For example, if we detect the current network is in un-
balanced status, i.e., 6(t) > 8%, and Link <s2, s5> is the
busiest one, we will find out the biggest flow on this link as
the object flow. If there are three flows on Link <s2, s5>
now, they are in following conditions: f; (s2 — s3, 40%), />
(s5 = 52, 20%), f; (s2 = 55, 30%). Obviously, f; consumes
the most bandwidth on Link <s4, 56>, so it is our object to
move it onto another path in the following steps. In our
experiment, the remainder bandwidth of a specific link can
be obtained by referring to the Load Allocation Table (LAT).
To find available substitute paths, controller just needs to
look up values in the S2S Path Table (switch to switch).

For 8%, before we start the scheduling algorithm, we
compute the overall network throughput at different values
of §” with our proposed algorithm, and plot the throughput

294

change curve according to different values of 6%, then
observe the relation between the two variables and choose
the 6™ of highest throughput.

However, in real experiment, we may find that some flow
has been frequently switched so that the total number of hops
is heavily increased. This will lead to an indispensable surge
in the overall transmission time. This definitely disobeys our
original intention for applying the load balancing algorithm.
In that case, we revise the previous version of LABERIO,
mark every flow by another flag, /, indicating the history of
hop increment of this flow. Every flow’s hop increment
parameter # will be initialized to be zero at the beginning.
Once a flow has triggered the LABERIO, that is to say, it has
been switched to another substitute path (for example, from 1
hop to 3 hops), the hop increment parameter # will be
updated: h = h + 2.

Then we update the previous algorithm to make it more
robust, as shown below.

Revised Single-Hop LABERIO Algorithm
Main process:
1. while §(t) > 6*

2. find the busiest link <i, j>, set our object flow to

be the biggest flow f; on this link;

3. while hy, > 3 (3 is our estimated threshold

for the hop increment limit);

4. Drop it and set our object flow to be

the next biggest flow f; on<i, j>;

5. end while

6 find the substitute path of f; from head of <j,

j>toendof <i, j>,ie,i=m— .. =]

7. find the lightest path P, among (P;, P,,
P;, ...), where p;, ps, ps ... all provide a
possible connection from i to j, and / is
the light index;

8. end

end
9. end
10. end while

In another case, we consider a fat-tree topology. As the
Figure 3 indicates, when flows are uniformly distributed
among all links, we give up the one-hop-substitute method,
since the substitute path here at least increase 4 hops
compared to the original one. Here we decide to switch the
object flow onto a totally new path, and name it Multi-Hop
LABERIO.

In multi-hop LABERIO, we scan the usage of each link
at a frequency 7 (say 1000 ms). Of every interval 7, the
overloaded hops (measured by the reminder bandwidth on
them) will be picked out, if exist, and be put into a set 2.
Then we find out the flow which covers the most hops in 2
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四。負載均衡路由算法
由於負載流在傳輸過程中需要平衡的，我們設計的的算法LABERIO尋找替代鏈接繁忙的。在此算法中，工作負載是平衡的，並實現更高的吞吐量。在本節中，我們首先出來的算法適用於完全填充的網絡模型，然後修改它，以適應更靈活的情況。
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初始路徑選擇。當收到新的流請求從端主機h1結束主機H 7，它會首先計算初始流臨時最優路徑。的所有路徑從h1至h7可供選擇S2SPT的，在單元格中在s1的上校的交叉點，行。s2的（其中，s1和s2的ToR交換機直接連接，分別為h1和h7）。為了決定該走的路，我們應用剩餘容量最大最小策略（MMRCS），這是基於廣泛使用的最大最小策略[20]。
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負載均衡。在文件傳輸，監視網絡的狀態，並在必要時申請LABERIO算法。
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然而，在實際的實驗中，我們可能會發現一些流量已經頻繁切換，從而使總的跳數大量增加。這將導致總的傳輸時間的一個不可缺少的激增。這絕對不服從我們
應用的負載均衡算法的初衷。在這種情況下，我們修改以前版本的LABERIO，標記每個流的另一個標誌，H，表明這種流動一跳增量的歷史。每個流的跳incrementparameter的H將被初始化為零的開始。一旦觸發的流的LABERIO，也就是說，它已被切換到另一替代路徑（例如，從1跳3跳），跳數將被更新增量參數h：小時= H+2。
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然後，我們更新為了使它更健壯，與原來的算法，如下所示。
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在另一種情況下，我們認為一個胖樹拓撲結構。由圖3可知，均勻地分佈在所有鏈接流的時候，我們放棄了單跳的替代方法的替代路徑，因為這裡至少增加4跳
較原來的。在這裡，我們決定，對象流切換到了一個全新的路徑，並將其命名多跳（multi-hop）LABERIO。
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and set it as our object flow for path switching. Switching
strategy here is at a higher level, working on end-to-end path.
Once a flow, (sent from 4/ to £20), is marked as the object
flow, we move it onto another path from end switch to end
switch, (El to E4). The new path should satisfy the
following conditions (3):

During the latest 7 load detection, the available or
free bandwidth on the busiest hop of this path should
be the maximum among all available paths from E/
to £,

During the latest 7, no flow has been switched onto
this path.

In order to better illustrate LABERIO in this case, we add
the following definition as a supplement to those in part C of
Section III.

Definition 4: In network model B, the multi-hop load-
balance object set Y.(t) collects the top 10% busiest hops
(hops that have the lowest reminder bandwidth on them at
time t). §(t), defined in (1), is reused as the launch signal for
multi-hop LABERIO algorithm (as shown below).

When 6(t) exceeds the threshold 6%, the elements in
Y.(t) will be examined to nail down the object flow.

Multi-Hop LABERIO Algorithm

Main process:

1. while 5(t) > §*&&X(t) # @

2. find the flow f; which covers the largest subset of
Y:(t), set it to be our object flow;

3. find p;, the substitute path for f; from source
to destination switch, ie., E; —» .. - Ej
which satisfies the two presumptions in (3);

4. switch the f; onto the new path p,;

5. end

6. end

7. end while

Note that, our algorithms primarily concentrate on data
flows in the network. We didn’t consider the overhead
generated by transferring control signals. We also assumed
that all the control signals are synchronized and transmitted
without perceivable latency. These two assumptions are
reasonable because in OpenFlow network, the size of control
flow is very small compared to that of the data flow.

V.
A. Evaluation Methodology

EXPERMENT AND PERFORMANCE EVALUATION

The performance of mid-way load-balanced routing can
be measured by the actually delivered throughput under
realistic conditions with the network model we have applied.
We use experiment to evaluate the single-hop and multi-hop
LABERIO algorithms. We apply the dynamic routing
methods in two different three-level network models with the
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following procedure: initialization, routing, bandwidth
monitoring and mid-way switching. We assume that the
logic delay of calculation on link status and the time of
response between the controller and local switches can be
accommodated within one clock cycle all together.

We present results for two network size:

e Model A (Fully populated): four core switches *
four pods. Each pod contains four switches, and each
end switch directly links to five end hosts.

Model B (Fat-tree): two core switches * four Aggr
switches * four ToR switches. Each ToR switch
directly links to four end hosts.

The base topologies are respectively modeled as the
architecture illustrated in Figure 2 and Figure 3. For Model
A, we use single-hop LABERIO algorithm since the number
of one-hop substitute paths under a fully populated network
is considerable. For the fat-tree topology (Model B)
deployment, we use multiple virtual machines running on
one server to represent the end hosts in one pod. We choose
the revised multi-hop LABERIO routing algorithm as our
experiments indicate it achieves better performance
compared to the other one. The flow size and bandwidth
upper-bound on each link are set by our experience.

We consider three different traffic patterns, uniform,
semi-uniform and center-based. The first two communication
modes differ in the way which dsz-node is chosen for a given
src-node. Uniform mode means the flows are initiated
symmetrically among all hosts. Semi-Uniform means flows
on the inter-pod links and flows on the intra-pod links are
respectively evenly distributed. While the last pattern is
similar to hot-spot traffic pattern where over 80% overall
flow is sent out from one single node.

We have performed extensive experiments to study the
performance of the proposed algorithms under the two
network models explained in Section III. We compare our
revised algorithm with two baseline algorithms, as defined as
below:

1) LOBUS. This algorithm is a simple greedy selection
algorithm, which:

a) Maintains running averages of the service time at
each link.

b) Greedily pick the (host, path) pair that yields the
lowest total response time for each request.

2) Round Robin (RR). This algorithm is one of the most
classical static load balancing algorithms. In the round robin
[17]:

a) Tasks are assigned evenly between all switches.
Each new task is assigned to new available switch in round
robin order.

b) The tasks allocation order is maintained on each
switch’s flow table locally independent of allocations from
remote ones.
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為了更好地說明LABERIO的在這種情況下，我們第三節C部分作為補充，添加下面的定義。
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需要注意的是，我們的算法主要集中在網絡上的數據流。我們沒有考慮傳輸控制信號產生的開銷。我們還假設所有的控制信號是同步的，沒有感知的延遲傳輸。這兩個假設是合理，因為OpenFlow的網絡中，控制流量的大小相比是非常小的數據流。
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A.評價方法
中途負載均衡路由的性能，可以測量實際交付的吞吐量與網絡模型在現實條件下，我們已申請。我們用實驗來評價單跳和多跳（multi-hop）的LABERIO算法。我們應用的動態路由選擇的方法在兩個不同的三個層次的網絡模型採用下列步驟：初始化，路由，帶寬監控和中途切換。我們假設，邏輯控制器和本地交換機之間的鏈路狀態和響應時間的計算延遲可被容納在一個時鐘週期之內一起。
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鹼拓撲結構分別被建模為圖2和圖3中所示的體系結構。對於A型，我們使用單跳LABERIO的算法，因為完全填充的網絡下單跳替代路徑的數量是相當大的。胖樹拓撲結構（B型）的部署，我們使用一台服務器上運行多個虛擬機的代表終端主機在一個吊艙。我們選擇經修訂的多跳路由算法LABERIO我們的實驗結果表明，達到更好的性能，相比其他。流量的大小和每條鏈路上的帶寬上限是由我們的經驗。
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我們認為，三種不同的交通模式，均勻，半均勻，中心為主。第一兩種通信方式不同的方式中，選擇對於一個給定的節點的src，dst的節點。統一模式意味著流啟動所有主機之間的對稱。半統一的手段流量分別均勻地分佈在吊艙內的鏈接莢間的鏈接和流量。而最後一個模式是類似的熱點的交通模式，其中超過80％的總流量從一個單一的節點被發出。
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我們已經進行了廣泛的實驗研究第三節解釋的兩個網絡模式下的算法性能。我們比較我們的修訂後的算法有兩種基本算法，定義如下：
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1）LOBUS。該算法是一種簡單的貪心選擇算法，該算法：
a）維持運行各個環節的平均服務時間。
二）貪婪地挑（主機，路徑）對總收益率最低的為每一個請求的響應時間。
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2）循環（RR）。此算法是最經典的靜態負載平衡算法之一。在循環賽
[17]：
一）任務均勻地分配所有的交換機之間。每一個新的任務被分配新的可用開關循環賽順序。
b）在任務分配秩序，保持對每個交換機的流量從遠程的本地獨立分配表。
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兩個網絡規模，我們目前的結果：
A型（完全組裝）：四個核心交換機*四個豆莢。每個吊艙包含四個開關，每一端開關直接鏈接到五月底主機的。
B型（發樹）：兩台核心交換機*4總比分開關*4個ToR交換機。每個ToR交換機直接連接到四月底主機。
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With equal workload round robin algorithm is expected
to work well.

B. Experiment Setup

To emulate the desired traffic, we ran one central server
to act as the controller. And we use python to modify the
routing module in NOX to realize our algorithm. The
number of additional servers for network model A and B is
10, 8, respectively. We set the bandwidth upper bound to be
750Kbps. Each single flow is assumed of the same size,
500M. OpenFlow switch is simulated by running Open
vSwitches on servers. In model A, we built four virtual
machines within each end vSwitch server; In B, there are
five in each pod server.

C. Results

One major conclusion from our experiment is that the
performance of revised LABERIO is closer to LOBUS and

RR when we transmit flows symmetrically in pods internally.

In the cases where the major traffic is distributed on the
intra-pod hops, our algorithm outperforms RR and LOBUS
at a notable degree. We also observe that LABERIO does
achieve higher bandwidth utilization rate in the case of hot-
spot traffic, but this comes at the cost of increased the

number of total transmission hops and the system complexity.

The experiment results are presented in Figure 5, 6, 7.
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Figure 6. Relationship between one-hop LABERIO trigger and overall

throughput.

Figure 6 presents the curve that helps us identify a
proper value of §* for experiment on model A. For the
convenience of data plotting, we use the square root v&*
instead of &* itself. We also plot the trend line of the
scattered curve, in order to better showing the optimal point
of 8*. Here we can clearly see that when v/8* approximates
to 340, the throughput rate of the overall network reaches a
local maximum, 15945.8 Kbps, which is also a global
maximum within the predefined bandwidth range.

The total time consumed by the pre-defined transmission
tasks using three typical transmission modes is presented in
the histogram in Figure 5, each with different algorithms we
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have illustrated in part A. We clearly observe that in center-
based scenario, where the load is heavily asymmetrically
distributed, LABERIO obviously brings down the
completion time by 13% and 9% compared with RR and
LOBUS, respectively.

Transmission Time 'LOBUS ™RR MLABERIO

4089.12 4302.14 4082.48

3010.15 3012.01 3012.39

iifif.ﬁ_@l

semi-uniform

center-based

Figure 5. Performance comparison on total time.

Besides the overall transmission time, we also compare
the bandwidth utilization rate, as defined in (2). Figure 7 (a)
— (b) reflects the network status in Model A and (c), (d) are
for Model B. Both Figure 7(a) and (c) studies the result
based on an intra-pod symmetric transmission mode, which
means, the flow is initiated between any pair of end hosts
with ideally equal probability. In this case, we anticipate a
relatively smooth curve in Figure 7(a) and (c) since the load
is being well-distributed at the beginning. In another mode,
which is opposite to the uniform one, one of the end hosts is
set as the central server, who delivers files to all the other
hosts. In Figure 7(b) and (d), LABERIO shows an
outstanding advantage in this scenario. Hot spot in such
kinds of three-level network is very likely to induce a global
network imbalance. The rate fluctuation of LABERIO curve
in (b) and (d) is much more wildly than that of LOBUS and
RR. What’s more, we also see an averagely higher
bandwidth utilization rate of LABERIO than that of others,
especially during the period of [0s, 2500s]. Thus, we can
conclude that LABERIO has great potential in improving the
load balancing in unstable networks. For inter-pod
transmission mode in Model B, we did not design specific
experiment. Since the load within a pod mostly concentrates
on the links between end hosts and ToR switches, which can
hardly be moved onto other paths without expensive time
cost.

VL. CONCLUSION

In this work, we have designed a novel algorithm
targeting at load balancing issue in an OpenFlow network.
Although there are many existing algorithms for load
balancing and routing strategy in SDN, they are not
omnipotent when being placed to the large-scale distributed
network because they fail to take into account the load crash
in the middle of flows’ transmission. We have proposed an
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懷著同樣的工作量預計輪循算法，運行良好。
B.實驗設定
為了模擬所需的交通，我們跑了一個中央服務器作為控制器。我們使用Python來修改NOX的路由模塊來實現我們的算法。一些額外的服務器網絡模型A和B是10，8，分別為。我們設置帶寬上限是750Kbps。每個單流假定相同的大小，500M。 OpenFlow的交換機是模擬運行的服務器上開放的vSwitch。在模型A中，我們建立了4個虛擬機內各端vSwitch的服務器;在B中，有五個在每莢服務器。
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C.結果
從我們的實驗中的主要結論之一是，經修訂LABERIO性能接近到LOBUS和RR，當我們莢內部傳輸流量對稱。在主要交通的情況下，分佈在吊艙內的啤酒花，我們的算法優於RR和LOBUS的一個顯著的程度。我們還觀察到LABERIO並在熱點流量的情況下實現更高的帶寬利用率，但這種在總發送躍點的數量和系統的複雜性增加的成本。實驗結果示於圖5，6，7。
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直方圖中的圖5中，我們已經示出在A部分中的每一個與不同的算法，我們清楚地觀察到，在中心為基礎的方案中，其中負載所消耗的總時間，預先定義的發送的任務，使用三種典型的傳輸模式嚴重不對稱分佈，LABERIO顯然帶來了完成時間相比與RR和LOBUS的13％和9％，分別。
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除此之外，在總的傳輸時間，也可以比較的帶寬利用率， （2）中所定義。圖7（a ） - （B）在模型中反映的網絡狀態和（ c）和（ d）是模型B.兩圖7（a ）及（c）研究結果的基礎上的吊艙內的對稱傳輸模式，這意味著，流量之間發起任何對終端主機與理想的概率相等。在這種情況下，我們預期相對平滑的曲線，在圖7（ a）和（ c），因為負載的分佈在開始。在另一個模式中，這是相反的均勻的，一個被設定為中央服務器，提供文件的所有其他主機的終端主機。在圖7（b ）及（d） ，在這種情況下顯示了一個突出的優點LABERIO 。三級網絡等各種熱點，很可能誘發的全球網絡失衡。率波動中LABERIO曲線（b）和（d）的比LOBUS和RR更瘋狂。更重要的是，我們也看到一個更高的帶寬利用率，平均比別人LABERIO ，尤其是期間[ 0， 2500S ] 。因此，我們可以得出結論， LABERIO具有很大的潛力，提高在不穩定的網絡負載平衡。對於B型莢間的傳輸模式，我們並沒有制定具體的實驗。由於吊艙內的負載主要集中在高端主機和ToR交換機，也很難被移動到其他路徑，無需昂貴的時間成本之間的聯繫。
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在這項工作中，我們已經設計了一種新算法，針對OpenFlow的網絡負載均衡問題。雖然有很多現有的算法在SDN的負載平衡和路由策略，他們不是萬能的，當被放置到大型分佈式網絡，因為他們沒有考慮到在中間流傳輸的負載崩潰。我們已經提出了一個有效的路徑的開關算法來修復在傳輸過程中產生的負載不平衡問題。大量的實驗結果表明，我們的算法有更好的表現比其他替代的平均。
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efficient path switching algorithm to remediate the load
imbalance issue generated during the transmission. Results
of extensive experiments have shown that our algorithm do
perform better than other alternative ones averagely.
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Figure 7. Performance comparison on bandwidth utilization.
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