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Abstract—Wireless mesh-based backhaul infrastructure is in-
tended to provide reliable data transmission, with high through-
put across large-scale networks. Load balancing is essential over
a long period of operation to provide high throughput and
uninterrupted service to end users. Load across mesh nodes is
highly variable as the traffic depends on the number of clients
connected to the nodes, as well as the services they use. Existing
load balancing solutions are based on theoretical analysis and
simulations. Most require distributed routing algorithms executed
over compute-intensive routing nodes. It is also challenging to
provide practical support for real-time traffic redirection using
traditional mesh nodes. In this paper, we develop a prototype
mesh infrastructure where flows from a source node can take
multiple paths through the network. OpenFlow, an emerging
technology that makes network switches programmable via a
standard interface, allows flexible control of data flow paths. The
Better Approach To Mobile Ad-hoc Networking (B.A.T.M.A.N)
mesh protocol is used to provide mesh topology and link quality
information. The OpenFlow controller decides the best data
path based on this information to ensure high throughput
data transfer. To demonstrate the usefulness of our approach,
we have implemented three test cases to enable data path
setup and redirection with low complexity and overhead. Our
test case measurements confirm that OpenFlow is a promising
complementary technology to traditional mesh routing protocols
for wireless networks.

I. INTRODUCTION

Wireless mesh networking offers promise in meeting the
challenges of backhaul infrastructure, as it provides flexi-
bility while being cost-effective. In a mesh network, mesh
routers collect information from local mesh clients and relay
this information to Internet gateways for data reception and
analysis at a remote server. A key design objective when
designing a wireless mesh network is to provide high network
throughput, as well as optimal load balancing. Many routing
protocols use pre-selected nodes for relaying traffic, causing
those nodes to be heavily used, while leaving other nodes
idle. Load balancing is essential; it ensures that each node has
approximately equal traffic to forward, so that optimal network
performance is achieved throughout the network.

How to build optimal mesh networks with load balancing
has been extensively studied theoretically [1][2][3][4]. How-
ever, two important conditions are assumed in existing work:
1) Routing between a given mesh node and Internet gatewa
can use multiple paths. 2) Data traffic between mesh routers
and Internet gateways is divisible. These two assumptions
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are difficult to implement in traditional mobile routers and
mesh nodes. There is a need for a new network protocol to
manipulate real-time flow paths. Moreover, the system should
discover the new mesh topology whenever a new node joins
the network. The system should also be able to decide the
best data path and redirect flows based on real-time link
information. This requires network performance measurement
tools to estimate real-time link statistics.

In this paper, we propose a new architecture and develop
a prototype realization based on OpenFlow, a communication
protocol that gives access to the forwarding plane of a network
switch/router over the network [5][6]. We define a two-
layer architecture, where nodes form a mesh network using
B.ATM.AN [7] as the first layer, and OpenFlow as the
second layer. B.A.T.M.A.N is selected due to its reliability
and layer 2 functionalities. The objective of this work is to
present the OpenFlow-based infrastructure design and demon-
strate load balancing test cases under practical application
scenarios. System components, design procedures, and related
performance analysis will be discussed.

The rest of the paper is organized as follows: A review of
existing mesh protocols and OpenFlow is conducted in Section
2. The OpenFlow-based infrastructure design is presented in
Section 3. Section 4 presents the load balancing test cases and
related performance analysis. Conclusions and future work are
presented in Section 5.

II. BACKGROUND AND RELATED WORK

There has been significant prior work on load balancing
strategies based on traditional wireless mesh networks. Most
prior work focuses on distributed algorithms, where nodes
communicate only with neighboring nodes [8][9][10]. As
there is a central controller in OpenFlow networks, a cen-
tralized algorithm is possible, offering better performance and
streamlined implementation compared to traditional distributed
routing algorithms. Routing protocols for mesh networks can
generally be divided into proactive routing, reactive routing,
and hybrid routing strategies [11]. However, these protocols
work in a distributed way, and most do not provide load
balancing. An alternative is to exploit multiple channels by
adopting multiple radios on a single mesh router [12][13].
While work in this area provides valuable insight on how to
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dragon9621
高亮
無線網狀基於回程基礎設施的目的是提供可靠的數據傳輸，具有高吞吐量跨越大型網絡放。負載均衡是在很長一段時間的運行，以提供高吞吐量和不間斷的服務給最終用戶是必不可少的。

dragon9621
高亮
穿過網格節點的負載是高度可變的流量取決於連接到所述節點的客戶端數目，以及它們使用的服務。

dragon9621
高亮
現有的負載均衡解決方案是基於理論分析和仿真。最需要分佈在計算密集型路由節點執行路由算法。

dragon9621
高亮
這也是挑戰，提供了使用傳統的網格節點的實時流量重定向實際支持。在本文中，我們開發了一個原型網格基礎設施，其中從源節點流可以通過網絡把多個路徑。

dragon9621
高亮
OpenFlow的，一個新興的技術，使通過一個標準接口的網絡交換機編程，使溢流路徑數據的靈活的控制。

dragon9621
高亮
的更好的方法來移動自組織網絡（蝙蝠俠）目協議用於提供網狀的拓撲結構和鏈路質量信息。

dragon9621
高亮
的OpenFlow的控制器決定基於該信息的最佳數據路徑，以確保高吞吐量數據傳輸。

dragon9621
高亮
為了證明我們的方法的有效性，我們已經實施了三個測試用例，使數據路徑的設置和重定向，低複雜性和開銷。

dragon9621
高亮
我們的測試情況下的測量證實的OpenFlow是一種很有前途的互補技術，針對無線網絡的傳統網狀路由協議。

dragon9621
高亮
無線網狀網絡提供承諾在滿足回程基礎設施的挑戰，因為它提供了靈活性 
 而符合成本效益。

dragon9621
高亮
在網狀網絡中，無線路由器收集本地網客戶端的信息，並在遠程服務器轉發此信息到互聯網網關進行數據接收和分析。

dragon9621
高亮
設計一個無線網狀網絡時的一個重要的設計目標是提供高的網絡吞吐量，以及最佳的負載均衡。許多路由協議使用預先選擇的節點進行中繼通信，導致被大量使用這些節點，同時使其他節點處於空閒狀態。負載均衡是必不可少的;它確保每個節點具有近似相等的流量轉發，以便優化網絡性能是整個網絡中實現。

dragon9621
高亮
如何構建最優網格網絡負載平衡已被廣泛研究理論上[1] [2] [3] [4]。然而，兩個重要的條件是假設在現有的工作。

dragon9621
高亮
1）給定的網格節點與互聯網網關之間的路由可以使用多條路徑。

dragon9621
高亮
2）網狀路由器和Internet網關之間的數據流量整除。

dragon9621
高亮
這兩種假設都難以在傳統的移動路由器和網格節點來實現。

dragon9621
高亮
有必要建立一個新的網絡協議來操作實時溢流路徑。此外，該系統應探索新的網狀拓撲，每當一個新的節點加入網絡。該系統還應當能夠決定最佳數據路徑和重定向基於實時的鏈接信息流。這就要求網絡性能測量工具來估算實時鏈接的統計數據。

dragon9621
高亮
在本文中，我們提出了一個新的架構和開發一個原型實現基於OpenFlow的，通信協議，可以訪問網絡交換機/路由器的轉發平面通過網絡[5] [6]。

dragon9621
高亮
我們定義一個兩層結構，其中節點形成用蝙蝠俠[7]作為第一層，和OpenFlow的作為第二層的網狀網絡。蝙蝠俠被選中是由於它的可靠性和第2層功能。這項工作的目的是要呈現OpenFlow的基礎架構設計，並證明負載均衡測試用例在實際的應用場景。系統組成，設計過程和相關的性能分析將要討論的。

dragon9621
高亮
本文的其餘部分安排如下：現有網格協議的審查和OpenFlow的是在第2節進行的OpenFlow的基礎架構設計，在第3節第4節的負載均衡測試案例和相關的性能分析。結論和未來的工作列在第5節。

dragon9621
底線

dragon9621
高亮
已經有基於傳統的無線Mesh網絡負載均衡策略顯著的前期工作。大多數現有的工作重點是分佈式算法，在節點只與鄰近節點進行通信[8] [9] [10]。

dragon9621
高亮
由於在OpenFlow的網絡中央控制器，集中式的算法是可行的，提供相比於傳統的分佈式路由算法更好的性能和簡化實施。路由協議的網狀網絡通常可分為主動路由，反應式路由和混合路由策略[11]。

dragon9621
底線

dragon9621
高亮
然而，這些協議在分佈式工作方式，也最不提供負載平衡。另一種方法是通過採用多個射頻的單一網格路由器[12] [13]在利用多種渠道。

dragon9621
高亮
而在這方面的工作提供了關於如何設計最優路由協議寶貴的見解，及其相關的實現和分析仍然是基於理論計算和模擬。他們缺乏真實世界的示威活動。
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design optimal routing protocols, their associated implemen-
tations and analysis are still based on theoretical calculations
or simulations. They lack real-world demonstrations.

Among the limited number of OpenFlow-based mesh net-
works, [14] demonstrates simplified management of client
mobility and handover performance. However, an analysis of
load balancing is lacking. Load balancing using both wireless
mesh network protocols and OpenFlow is discussed in [15].
The experiments demonstrate the improved performance of
OpenFlow over traditional mesh routing protocols. However,
the study assumes one-hop links and does not consider link
quality between the mesh nodes. This approach is not able to
identify next-hop nodes or available gateways when routing
traffic. Also, the study doesn’t adequately consider switching
data and control paths to route flows within the network. Fi-
nally, the rules for establishing data paths in OpenFlow-based
networks have not been carefully studied in the literature.

In summary, the challenges of designing load balancing
protocols for mesh backhaul infrastructure include: 1) Most
mesh routers are equipped with only one radio, preluding the
feasibility of multi-radio load balancing protocols. 2) Existing
routing and scheduling strategies require perfect multi-path
packet traffic, which is not feasible for current routers and
switches. 3) Existing protocols involve complex mathematical
models that demand high computational capability at local
nodes. Consequently, there is a need for building a bridge
to_connect theoretical protocols and practical deployments,
which is the main contribution of this study. With the help
of OpenFlow, multi-path packet forwarding becomes feasible
by inserting customized flow rules. The OpenFlow controller
is able to make centralized decisions on how to optimally
route traffic so that the computational burden at each node
is minimized.

To the best of our knowledge, our work is the first study load
balancing in wireless mesh network using OpenFlow, where
one or more Internet gateways are present.

III. AN OPENFLOW-BASED WIRELESS MESH NETWORK
A. Wireless Mesh Network

A backbone mesh network is formed by mesh nodes com-
municating with each other in a multi-path and multi-hop
fashion via wireless links. Data from mesh clients is relayed by
mesh routers, and network coverage is adjusted by controlling
the number of mesh routers. The mesh backbone can be built
using various radio technologies, with IEEE 802.11 being the
dominant standard for most applications [16][17]. Compared
with other technology, mesh routers adopting the IEEE 802.11
standard can achieve the same coverage with lower power
consumption and simplified deployment. The Internet gateway
is the Internet access device, which routes all information
packets to a remote server.

Due to variations in link quality and nodes joining and
leaving the network, the network topology changes more fre-
quently than traditional wired networks. Autonomous topology
and network change discovery is needed for self-configuration
of the wireless mesh network. Point-to-point links also need

to be adapted. Therefore, a special mesh routing protocol
for node discovery and link identification is required. Such
mesh routing protocols include Optimized Link State Routing
(OLSR) [18], Dynamic Source Routing (DSR) [19], Ad-Hoc
On-Demand Distance Vector Routing (AODV) [20], and Better
Approach to Mobile Ad-Hoc Networking (B.A.T.M.A.N). In
this study, B.A.T.M.A.N is adopted due to its reliable func-
tionality, high performance, and ability to operate in layer 2.
Traditionally, mesh protocols operate at layer 3, communicat-
ing routing information through UDP, whereas B.A.T.M.A.N
operates at layer 2, transporting routing information and data
through Ethernet frames. B.A.T.M.A.N handles data transport
by encapsulating packets from nodes to gateways. The main
uses of B.ATM.A.N in this study are to identify next-
hop nodes, maintain node topology, and provide local mesh
topology knowledge when establishing data paths. The Internet
gateways in the mesh network provide global mesh topology
information through an API to a remote server.

B. OpenFlow

OpenFlow is a new switching protocol based on the concept
of software defined networking (SDN). OpenFlow-enabled
switches/routers move packet forwarding intelligence to a
server, while keeping the routers/switches simple. In legacy
switch/router structures, there is a control domain for making
packet forwarding decisions between different ports, and a for-
warding domain where the actual packet forwarding happens,
based on the forwarding/routing tables. As there is no control
domain residing at an OpenFlow-enabled switch/router, the
forwarding domain can be kept simple, containing simple rules
for traffic flow processing. The functionality of the control
domain is now moved to a network control server, referred
to as an OpenFlow controller [6]. An OpenFlow controller
can intercept and manipulate packet headers when incoming
traffic matches preset rules, and transfer those packets to the
port(s) as needed [21]. OpenFlow makes packet forwarding
and routing more intelligent than legacy routing solutions,
making it possible to develop more complex routing protocols
that further improve network performance. Moreover, as the
OpenFlow controller monitors the flow properties of packet
traffic, many interesting network services can be implemented
efficiently. Figure 1 shows a structural comparison between
legacy and OpenFlow-enabled routers.

C. OpenFlow-Based Remote Monitoring Infrastructure

There are generally four components in a typical mesh-
based wireless infrastructure: mesh clients, mesh routers, In-
ternet gateways, and remote servers. In this paper, each mesh
node (or Internet gateway) is OpenFlow-enabled and respon-
sible for mesh connectivity and traffic routing. Each node is
split into two virtual planes, a data plane and a control plane.
The control plane no longer resides on the switch, but resides
in a remote server that runs as a network-wide controller. The
data plane is abstracted as a set of rules, which form a flow
table for flow-processing. As shown in Fig. 1, virtualization
is achieved by installing OpenFlow switch software at each
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dragon9621
高亮
間的OpenFlow的基於網格網絡工程數目有限，[14]表明客戶端的移動性和切換性能的簡化的管理。

dragon9621
高亮
然而，負載均衡的分析是缺乏。同時使用無線網狀網絡協議和OpenFlow的是在[15]中討論了負載均衡。該實驗證明的OpenFlow比傳統網狀路由協議的改進的性能。

dragon9621
高亮
然而，研究假設單跳環節，不考慮網格節點之間的鏈路質量。這種方法是不能夠路由通信時找出下一跳節點或網關提供。

dragon9621
高亮
此外，該研究沒有充分考慮轉換數據和控制路徑路由的網絡中流動。最後，用於建立在OpenFlow的基於網絡的數據路徑的規則尚未仔細研究文獻中。

dragon9621
高亮
綜上所述，對於網格回程基礎設施的設計負載均衡協議所面臨的挑戰包括：1）大部分無線路由器都配備了只有一個收音機，多射頻負載均衡協議前奏的可行性。

dragon9621
高亮
2）現有的路由和調度策略要求完美的多路徑的數據包的流量，這是不針對當前路由器和交換機是可行的。

dragon9621
高亮
3）現有的協議涉及到複雜的數學模型，需要高計算能力，在本地節點。

dragon9621
高亮
因此，有必要建立一個橋樑，連接協議的理論和實踐的部署，這是本研究的主要貢獻。

dragon9621
底線

dragon9621
高亮
與OpenFlow的幫助下，多路徑轉發變為通過將定制的溢流規則是可行的。在OpenFlow的控制器能夠就如何以最佳路由流量，使每個節點的計算負擔最小化集中決策。

dragon9621
高亮
盡我們所知，我們的工作就是在無線Mesh網絡中使用OpenFlow的，其中一個或多個Internet網關存在的網絡連接第一個研究中的負載均衡。

dragon9621
高亮
一個骨幹網網絡由相互進行通信在通過無線鏈路的多路徑和多跳的方式網格節點形成。

dragon9621
高亮
從網格客戶端的數據由無線路由器中繼，並且網絡覆蓋是通過控制網的路由器的數量進行調整。

dragon9621
高亮
網狀骨架可以使用各種無線電技術來構建，以IEEE 802.11是為大多數應用[16] [17]的佔主導地位的標準。

dragon9621
高亮
與其它技術相比，無線路由器採用IEEE 802.11標準可以達到同樣的覆蓋範圍與更低的功耗和簡化的部署。 Internet網關是互聯網接入設備，它會將所有的信息數據包發送到遠程服務器。

dragon9621
高亮
由於變化的鏈路質量和節點的加入和離開網絡，網絡拓撲結構，比傳統有線網絡的變化更頻繁。

dragon9621
高亮
自主的拓撲結構和網絡變化的發現是需要的無線網狀網絡的自配置。
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高亮
點至點的鏈路也需要進行調整。因此，需要對節點的發現和鏈路識別一個特殊網格路由協議。

dragon9621
高亮
這種網狀路由協議包括優化鏈路狀態路由（OLSR）[18]，動態源路由（DSR）[19]，的Ad-hoc按需距離矢量路由（AODV）[20]，以及更好的方法來移動自網絡設備（蝙蝠俠）。
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高亮
在這項研究中，蝙蝠俠是由於其可靠的功能，性能高，並能夠在第2層操作通過。
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高亮
傳統上，網協議在第3層進行操作，通信通過UDP路由信息，而蝙蝠俠工作在層2中，通過以太網幀的傳輸路由信息和數據。
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高亮
蝙蝠俠通過封裝的節點的數據包的網關處理數據傳輸。蝙蝠俠的本研究中的主要用途是識別下一跳節點，保持節點的拓撲，並建立數據路徑時提供本地網狀拓撲結構的知識。在網狀網絡的互聯網網關提供通過API全球網狀拓撲信息發送到遠程服務器。
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高亮
通常有四個組成部分中的一個典型mesh-基於無線基礎設施：網客戶端，無線路由器，互聯網網關和遠程服務器。
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底線
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底線
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底線

dragon9621
底線
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在本文中，每個網格節點（或互聯網網關）是OpenFlow的功能，並負責網格連接和流量路由。
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高亮
每個節點被分成兩個虛擬平面，數據平面和控制平面。控制平面不再駐留在交換機上的，但駐留在作為網絡範圍控制器上運行的遠程服務器。

dragon9621
高亮
數據平面抽象為一組規則，形成了溢流表溢流處理。如圖所示。 1，虛擬化是通過在每個設備[22]安裝OpenFlow的交換機軟件來實現的。
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device [22]. Data traffic relies on the OpenFlow data plane
to reach remote servers through data interfaces. Normally, the
control and data interfaces of a single mesh router are two
different physical interfaces. Control traffic is usually referred
to as out-of-band traffic because data traffic does not share the
same path with control traffic. In this paper, however, there is
only one physical interface in each mesh router, for multi-hop
connectivity and traffic flow. Each Internet gateway has two
interfaces, one dedicated connecting to the Internet. A secure
virtual private network (VPN) tunnel is created as the control
path for each mesh node and Internet gateway. Sockets are
used by data path components to communicate locally with
control path components.

OpenFlow defines a secure channel between the data plane
and network controller using a set of rules, properties, an
expiration time and a list of actions as summarized in Fig. 2.
The properties specify packet source, original header values,
and switch ports. The packets from nodes are encapsulated
and forwarded to the network controller when a packet arrives
at the switch network interface but no matching rule is found.
Otherwise, the actions allow packet headers to be manipulated
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and transferred to output packets for a particular switch port
based on the rules. The network controller runs applications
that are aware of the data flow a packet belongs to, as
well as the flow properties through the control plane path,
while determining the route for packets through the data
plane path. In this paper, B.A.TM.A.N is implemented on
top of the physical layer to support node discovery and multi-
hop connectivity among the virtual control interfaces. Load
balancing is implemented on top of the IP layer with the
help of the OpenFlow controller, by redirecting traffic flows
along determined routes. Connectivity to the remote server
is achieved using one or more Internet gateways. A network
performance measurement client resides at each mesh router
and Internet gateway. Information needed for load balancing,
such as bandwidth and channel utilization, can be queried from
the measurement clients.

As shown in Fig. 3, the architecture of the remote server
consists of a network performance measurement tool server,
an OpenFlow controller, a VPN server, and a memory space
for data reception. The performance server queries information
from mesh routers and Internet gateways and builds a datastore
used to support the load balancing process. The database also
contains a network graph built from connectivity information
provided by the discovery protocol. The main purpose of
the OpenFlow controller is to perform basic load balancing
tasks, such as redirecting traffic flows and managing network
addresses. The controller relies on the database to control
traffic based on (soft) real-time routing information. Network
topology changes are sent to the OpenFlow controller, which
then updates routes based on the new network graphs. When
a new node joins the network, changes in the database trigger
recalculation of the load balancing process, and new flow rules
are installed accordingly. The VPN server is used to provide
secure tunnels for the OpenFlow control plane.

We have realized the OpenFlow-enabled mesh router using
a Linux-based x86 platform due to its extensible memory,
radio adaptability via PCI cards, (relatively) low power con-
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dragon9621
高亮
數據流量依賴OpenFlow的數據平面通過數據接口來訪問遠程服務器。通常情況下，一個網格路由器的控制和數據接口是兩個不同的物理接口。

dragon9621
高亮
控制的流量通常稱為帶外的流量，因為數據流不共享與控制業務相同的路徑。

dragon9621
高亮
在本文中，然而，只有一個在各網格路由器物理接口，用於多跳連接和流量溢流。每個Internet網關有兩個接口，一個專用的連接到互聯網。

dragon9621
高亮
一個安全的虛擬專用網絡（VPN）隧道創建為每個網格節點與Internet網關的控制路徑。插座所使用的數據路徑組件與控制路徑分量進行本地通信。

dragon9621
高亮
OpenFlow的定義使用的一組規則，屬性，過期時間和動作作為總結中所示的列表中的數據平面和網絡控制器之間的安全通道。 2。

dragon9621
高亮
該屬性指定數據包的源，原來的標頭值和交換機端口。從結節的數據包封裝並轉發到網絡控制器，當一個數據包到達交換機的網絡接口，但沒有匹配的規則被發現。

dragon9621
高亮
否則，動作允許分組報頭進行操作，並轉移到輸出數據包的基礎上的規則的特定的交換機端口。
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高亮
網絡控制器貫穿控制平面路徑應用所知的數據溢流的分組所屬的，以及該溢流特性，在確定路徑，用於通過數據平面路徑的數據包。
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高亮
在本文中，蝙蝠俠是在物理層之上實現以支持虛擬控制接口之間的節點發現和多跳連接。
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高亮
負載均衡是在IP層與OpenFlow的控制器的幫助的基礎上實現，通過將流量重定向沿著確定的路線流動。

dragon9621
高亮
連接到遠程服務器使用一個或多個Internet網關取得了的。網絡性能測試客戶端駐留在每個網格路由器和Internet網關。所需的負載均衡信息，如帶寬和信道的利用率，可以從測量的客戶查詢。

dragon9621
高亮
如圖所示。3，遠程服務器的體系結構包括一個網絡性能測試工具，服務器，OpenFlow的控制器，一個VPN服務器，並進行數據接收存儲空間。
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高亮
在高性能服務器的無線路由器和Internet網關查詢信息，並構建用於支持負載均衡過程中的數據存儲。該數據庫還包含了發現協議提供的連接信息建立了一個網絡圖。
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高亮
的OpenFlow的控制器的主要目的是為了執行基本的負載分擔任務，例如重定向流和管理的網絡地址。

dragon9621
高亮
控制器依賴於數據庫的基礎上（軟）實時的路由信息，以控制流量。網絡拓撲結構的變化將被發送到的OpenFlow控制器，然後更新基於新的網絡圖的路線。

dragon9621
高亮
當一個新的節點加入網絡時，變化的負載平衡過程的數據庫觸發重新計算，和新的溢流規則相應地安裝。 VPN服務器用於提供對OpenFlow的控制平面的安全隧道。

dragon9621
高亮
我們使用的是基於Linux的x86平台的OpenFlow功能的網狀路由器實現的，由於其可擴展的內存，通過PCI卡無線適應性，（相對）低功耗和低成本。 mesh路由器是建立在Debian的（6.0）[23]的操作系統。
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sumption, and low cost. The mesh routers are built on the
Debian (6.0) [23] operating system. We use the OpenFlow
reference implementation, Floodlight [22] [24], as the network
controller due to its easy setup and high performance. Wireless
communication between individual nodes is based on the
IEEE 802.11 standard. To support broader communication
ranges, 900 Mhz wireless radio cards are used. The OpenFlow
protocol is used for setting up the flow tables. The initial
network topology and routing is setup using B.A.T.M.A.N.
Network monitoring is performed using a custom-designed
measurement tool.

IV. LOAD BALANCING TEST CASES

In this section, we consider three load balancing scenarios:
1) basic setup of data flow paths, 2) data flow redirection
between mesh nodes, and 3) data flow redirection between
Internet gateways. The goal of this section is to provide
sample flow entry configurations under different scenarios.
Experiments are conducted to evaluate the effectiveness of the
OpenFlow-based wireless mesh network.

A. Basic setup of data flow paths

Basic setup of the data flow paths is the first step before
enabling redirection of data traffic among nodes. OpenFlow
provides such a capability by inserting flow entries at the
controller. For nodes connected to the controller, each behaves
as a virtual switch. Any incoming traffic that matches the flow
rules will be redirected using the flow actions. Figure 4 shows
the schematic for setting up a data flow path between two
nodes.

1) Experimental setup: In Fig. 4, nodes a and b are mesh
nodes, and node g is an Internet gateway with a connection
to remote server S. In this section, our goal is to setup a
connection between node a and remote server S. Assume node
b already has a connection to node g. Any packet originating
from node b arrives at node g first, and then it is transported
to remote server S. Flow 1 in Fig. 4 shows the original flow
path without OpenFlow. Now consider a scenario where a new
node a joins the network. It needs to find its next-hop neighbor
so that packets originating from node a can be transported to
the remote server. In this setup, node b is the neighbor, and
Flow 2 represents the added flow path.

2) Experimental procedure: To implement this scenario,
traditional solutions require coordination between nodes a and
b, as well as routing table updates, requiring relatively high

local computation capability at each physical node. We show
how to add the Flow 1 data path using OpenFlow in this

b g1
b ,,,,,,,,,,,,
FON /’
R : S
a‘ > ,%—% a. .
\\\ /” \“. ____________
© ¢ g2

(a) Between Mesh Nodes (b) Between Internet Gateways

Fig. 5. Redirecting Data Traffic in the Mesh Network

section. OpenFlow addresses this by inserting flow entries
at the controller, as shown in Table 1. No further action is
required at local mesh routers.

For node a, its virtual OpenFlow switch identifier is
data_path_id_node_a, and packets originating from node a
have the ingress port number labeled as virtual_port_node_a.
When the virtual OpenFlow switch receives data flow match-
ing the flow rules, packet headers will be manipulated to
follow the flow actions. In this scenario, the destination of
node a’s packets is node b. Hence, packets from node a must
have their destination IP and MAC addresses rewritten to node
b. The set-dst-ip and set-dst-mac fields in the flow actions are
used to rewrite packet headers. ip_node_b and mac_node_b
are the IP and MAC addresses of node b, respectively. The
modified packets must be output through the wireless radio
interface, defined as physical_port_node_a in the flow entries.
After node b receives the matching flows, flow actions take
effect, and it forwards redirected data traffic to gateway g
via the original link. As the virtual OpenFlow switch takes
over node b as well, corresponding flow entries need to be
set. The destination IP and MAC addresses must be set to
the remote server (ip_node_S and mac_node_S), and the data
flow must be output through node b’s wireless radio interface
(physical_port_node_b).

Flow entries are pushed by the controller via a Floodlight
module, the Static Flow Pusher API, which allows a user to
manually insert flows into an OpenFlow network. After flow
entries are pushed, the connection between node a and gateway
g is established. The iPerf measurement tool shows the TCP
throughput averaging at 3.24 Mbps between node a and remote
server S. The measurement was maintained for 1 minute and
repeated five times. This scenario serves as the foundation for
more advanced flow redirection test cases.

B. Data flow redirection between mesh nodes

Redirecting data traffic between mesh nodes is essential for
implementing network load balancing. Figure 5 (a) shows the
corresponding schematic.

1) Experimental setup: Nodes a, b, and ¢ are mesh nodes,
and node g is an Internet gateway with a connection to remote
server S. Assume a link is already established from node a
to gateway g via node b by pushing the flow entries shown
in Table 1. If node b experiences unexpected conditions,
e.g. significant packet losses due to a full buffer or unstable
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dragon9621
高亮
我們使用OpenFlow的參考實現，投光燈[22] [24]，作為網絡控制器，由於其易於安裝和高性能。各個節點之間的無線通信是基於IEEE 802.11標準。

dragon9621
高亮
為了支持更廣泛的通信範圍，900兆赫的無線射頻卡的使用。的OpenFlow的協議被用於建立該溢流表。最初的網絡拓撲和路由的設置使用蝙蝠俠使用自定義設計的測量工具進行網絡監控。

dragon9621
高亮
在本節中，我們考慮三種負載平衡方案：數據1）基本設置溢流路徑，2）數據溢流網格節點之間的重定向，以及3）數據溢流互聯網網關之間的重定向。

dragon9621
高亮
本節的目的在於，提供在不同情況下的樣品溢流入口配置。實驗來評估的OpenFlow基於無線網狀網絡的有效性。
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底線
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底線
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高亮
溢流路徑數據的基本設置是啟用數據流量重定向節點間前連接第一步。 OpenFlow的通過在控制器插入溢流項目提供了這樣的功能。

dragon9621
高亮
用於連接到控制器節點，每個相當於一個虛擬交換機。任何傳入流量相匹配的溢流規則將採用溢流行動被重定向。圖4顯示了示意圖，用於在兩個節點之間建立一個數據溢流路徑。
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高亮
重定向網格節點之間的數據流量是實現網絡負載平衡必不可少的。圖5（a）示出相應的示意圖。
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1）實驗裝置：節點A，B和C是網格節點，節點G與遠程服務器的連接S。假設一個鏈接Internet網關已經從節點A通過建立節點B網關G通過推動溢流在表1中示出的條目。

dragon9621
高亮
如果節點B遇到意外情況，例如顯著的數據包丟失是由於一個完整的緩衝區或不穩定的無線信道，節點A將其重定向數據溢流到節點C，以避免性能下降。
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高亮
1）實驗裝置：圖。 4，節點A和B的網格節點，而節點G與遠程服務器S的連接在本節的互聯網網關，我們的目標是建立節點和遠程服務器之間的連接S。假設節點B已經有一個連接到節點G。任何數據包從節點B始發到達節點克音響首先，然後將其輸送到遠程服務器S。
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高亮
流在圖1中。圖4顯示無OpenFlow的原溢流路徑。現在考慮這樣一個場景：一個新的節點加入網絡。它需要網絡連接的第二其下一跳鄰居，使得報文從節點始發可以輸送到遠程服務器。在這種設置中，節點B的鄰居，和流量2代表加入溢流路徑。
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高亮
2）實驗步驟：向實施此方案，傳統的解決方案需要的節點a和b之間的協調，以及路由表的更新，要求比較高的局部計算能力在每一個物理節點。我們將展示如何添加本節使用OpenFlow的流1的數據路徑。通過在控制器插入溢流表項，如表1中所示未有進一步的行動，需要在本地網的路由器OpenFlow的地址本。

dragon9621
高亮
對於節點，它的虛擬OpenFlow的交換機的標識符是數據路徑ID節點和數據包從節點A發起有入站端口號標識為虛擬端口節點。當虛擬的OpenFlow交換機接收數據溢流相匹配的溢流規則，數據包報頭將被操縱跟隨溢流行動。

dragon9621
高亮
在這種情況下，節點A的數據包的目的地是節點B。因此，從節點的數據包必須有自己的目標IP地址和MAC地址重寫到節點B。在溢流行動設定DST-IP和設置DST-MAC連接的視場是用來改寫報文頭。 IP Node B和MAC節點B是節點B的IP地址和MAC地址，分別為。
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高亮
在莫迪網絡版的數據包必須被輸出通過無線電接口，德網絡連接的溢流條目定義為物理端口的節點。後節點B接收到匹配流，溢流動作生效，並將其轉發重定向數據流通過原始鏈接到網關克。由於虛擬OpenFlow的交換機接管節點B以及相應溢流項需要進行設置。目的地IP地址和MAC地址必須被設置到遠程服務器（IP節點S和mac節點S）和數據溢流必須通過節點B的無線電接口（物理端口的節點B）輸出。
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高亮
流表項由控制器經由投光模塊推時，靜流推API，它允許用戶手動地插入流入一個OpenFlow的網絡。後溢流條目被壓，節點和網關克之間的連接被建立。
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高亮
該IPERF測量工具顯示了TCP吞吐量在節點a和遠程服務器之間的3.24 Mbps的S的測定，保持1分鐘，並重複連接的5倍平均。這種情況下可以作為更先進的溢流重定向測試用例的基礎。
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文字方塊
OpenFlow controller 擺放位子?
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底線
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TABLE I
FLOW ENTRIES (BASIC SETUP OF DATA FLOW PATHS)

Flow Rules

‘switch’: “data_path_id_node_a”
‘ingress-port’: “virtual_port_node_a”

‘switch’: “data_path_id_node_b”
‘ingress-port’: “physical_port_node_b”

set-dst-ip = ip_node_b
set-dst-mac = mac_node_b

Flow Actions (push)

output = physical_port_node_a

set-dst-ip = ip_node_S
set-dst-mac = mac_node_S
output = physical_port_node_b
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Fig. 6. Throughput Comparison Before and After Flow Redirection

wireless channel, node a will redirect its data flow to node ¢ to
avoid the degraded performance. This is a simple application
model for load balancing, and the OpenFlow controller is able
to make the adjustments based on reports from the installed
performance measurement tool. In this section, our goal is to
delete an existing connection from node a to server S via node
b and set up a new connection to server S via node c.

2) Experimental procedure: Flow entries required for this
scenario are shown in Table 2. The previous flow actions for
the a-b-g link must be removed before the new flow actions
for the a-c-g link are pushed. For node a, the destination IP
and MAC addresses must be modified to node ¢ (ip_node_c
and mac_node_c). Node c receives incoming data flow from
its wireless interface physical_port_node_c, with matching
virtual OpenFlow identification number data_path_id_node_c.
It then modifies the destination IP and MAC addresses of
packet headers to be the remote server S (ip_node_S and
mac_node_S).

In our testbed, node a sends data to gateway g via node b
before data flow redirection. Due to a full buffer, node b starts
dropping packets and throughput is degraded. After the new
flow entries are pushed, data flow begins reaching gateway g
via node c as the relay node. The latter case (after redirection)
should offer higher average throughput, as we configured node
¢ with a larger buffer and a less noisy channel.

Figure 6 shows the TCP throughput performance results
(from node a to remote server S) measured by iPerf for one
minute before and after new flow entries are pushed. Load
traffic is balanced among the two wireless links after switching
the data path — traffic flowing through low bandwidth links
is redirected to high bandwidth links. The redirection delay

5
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o || I After
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(b) Jitter vs. Hops

(a) Throughput vs. Hops

Fig. 7. Transmission Performance Results Before and After Redirection

was measured by checking packet timestamps captured by
Wireshark [26] — less than 3 ms. The redirection delay in this
test scenario is mainly the execution-time of the flow-remove
and flow-push operations.

C. Data flow redirection between Internet gateways

In a wireless mesh network, the Internet gateway is the
only interface between local mesh routers and remote servers.
Therefore, the Internet gateway usually experiences high data
flow burdens. It is appropriate to place multiple Internet
gateways in a network, if possible, so that traffic load can
be balanced among them. Figure 5(b) shows a setup with two
Internet gateways (g_I and g_2), where data traffic will be
redirected between them.

1) Experimental setup: Nodes a, b, and ¢ are mesh nodes,
and nodes g_I and g_2 are Internet gateways with connections
to remote server S. Assume a link is already established from
node a to remote server S via node b and g_1. In this scenario,
we manually make wireless channel conditions unstable for
the a-b-g_I-S links and keep the a-c-g_2-S links stable. The
OpenFlow controller must be able to make the adjustments
based on reports from the installed performance measurement
tool. Our goal is to delete an existing connection from node a
to server S via nodes b and g_I, and set up a new connection
to server S via nodes ¢ and g_2.

2) Experimental procedure: Flow entries for node a are
identical to those inserted in the second test scenario (Table
2). Controller needs to remove the original flow entries to node
b and push new flow entries to node c¢. Nodes b and ¢ must be
configured with the gateway as the destination. Hence, flow
entries for b to g_1, and ¢ to g_2 are required for nodes b and
¢, respectively. At Internet gateways g_1 and g_2, destination
IP addresses in their flow entries need to be set to the IP
address of the remote server. These flow entries can be set
similarly to those in Table 1. As shown in Fig. 5 (b), nodes
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墮落的
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這是用於負載平衡的一個簡單的應用模型，並且OpenFlow的控制器能夠使基於從安裝性能測量工具報告的調整。在本節中，我們的目標是刪除從節點A通過節點B的現有連接到服務器S和設置通過節點C到服務器是個新的連接。
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2）實驗步驟：此方案所需流表項示於表2中的ACG鏈路的新溢流動作被壓之前為ABG鏈路之前的溢流動作必須被除去。
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對於節點，目標IP地址和MAC地址必須是莫迪網絡版，以C點（IP節點C和mac節點c）。節點C接收傳入的數據溢流從它的無線接口的物理端口的節點c，與之相配的虛擬OpenFlow的識別號碼數據路徑ID的節點c。然後，它莫迪網絡上課的目的IP和數據包報頭的MAC地址是遠程服務器S（IP節點S和mac節點S）。
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在我們的測試平台，節點A發送的數據溢流重定向數據之前，通過網關節點B克。由於一個完整的緩衝，節點B開始丟棄數據包吞吐量下降。
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在新的溢流項推，數據溢流開始達到通過節點網關G C作為中繼節點。後一種情況下（重定向後）應提供更高的平均吞吐量，因為我們配置的節點C具有較大的緩衝和更少的噪聲信道。
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圖6顯示了TCP吞吐量性能的結果（從節點a到遠程服務器S）之前和新溢流條目推後一分鐘通過IPERF測量。流量流經低帶寬鏈路將被重定向到高帶寬鏈路 - 負載流量切換數據路徑之後的兩個無線鏈路之間的平衡。
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重定向延遲是通過檢查的Wireshark捕獲的數據包的時間戳測量[26] - 小於3毫秒。重定向延遲在這個測試場景主要是溢流，刪除的執行時間和溢流推業務。
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在無線網狀網絡，Internet網關是本地的無線路由器和遠程服務器之間的唯一接口。因此，Internet網關通常會遇到很高的數據溢流負擔。

dragon9621
高亮
它是適當的放置多個互聯網網關在網絡中，如果可能的話，這樣的流量負載可以是它們之間的平衡。圖5（b）所示的兩個互聯網網關（G 1和G2），其中數據流量將在它們之間重定向一個設置。
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1）實驗裝置：節點A，B和C是網狀節點和節點G 1和G 2為Internet網關與連接到遠程服務器S假設一個鏈接已經從節點A到遠程服務器s請通過Node B和建立G 1。

dragon9621
高亮
在這種情況下，我們手動進行無線的信道條件不穩定的ABG1-s鏈路，保持ACG2-s鏈路穩定。的OpenFlow的控制器必須能夠使基於從安裝性能測量工具報告的調整。我們的目標是刪除節點，通過節點b和g1，建立通過節點C和G2的服務器是個新連接的現有連接到服務者S。
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2）實驗步驟：對節點流表項是相同的，在第二次測試方案（見表2）插入。控制器需要刪除原來的溢流項，Node B和推動新的溢流條目節點c。
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節點b和c必須與網關為目的地進行配置。因此，正，需要對B溢流項至g1，和c至g2為節點b和c分別。在他們的溢流條目因特網網關G 1和G2中，目標IP地址需要被設置到遠程服務器的IP地址。這些溢流項可以類似地設置為那些在表1中。
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如圖所示。圖5（b）所示，在第一跳節點b和c，在第二跳節點是G 1和G2中，並在第三一跳節點為S的數據傳輸性能在每一跳之前和流量被重定向之後是測量和比較。結果示於圖7。
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TABLE I
FLOW ENTRIES (DATA FLOW REDIRECTION BETWEEN MESH NODES)

Flow Rules

>, 4

‘switch’: “data_path_id_node_a”
‘ingress-port’: “virtual_port_node_a”

‘switch’: “data_path_id_node_c”
‘ingress-port’: “physical_port_node_c’

)

Flow Actions (remove) | set-dst-ip = ip_node_b

set-dst-mac = mac_node_b

output = physical_port_node_a

Flow Actions (push) set-dst-ip = ip_node_c

set-dst-mac = mac_node_c

output = physical_port_node_a

set-dst-ip = ip_node_S
set-dst-mac = mac_node_S
output = physical_port_node_c

at the first hop are b and c, nodes at the second hop are g_/
and g_2, and the node at the third hop is S. Data transmission
performance at each hop before and after flows are redirected
is measured and compared. The results are presented in Figure
7.

Figure 7 (a) shows the TCP throughput performance mea-
sured by iPerf at each hop. It can be seen that throughput in-
creases after flows are redirected to the stable wireless channel.
The increase percentage gets larger when data transmission
is at the second and third hop. This is because throughput
degrades to a low number when the wireless links are unstable,
before the flows are redirected. It is also worth noting that
throughput decreases as the number of hops increases. This is
due to a higher probability of packet loss when packets need
to go through more wireless links. Figure 7 (b) shows the jitter
performance measured by iPerf using UDP at each hop. Jitter
performance does not change significantly at different hops.
However, after the flows are redirected, jitter drops nearly
25% due to the stable wireless channels. Moreover, Wireshark
measurements show a less than 5 msec redirection delay. Our
results successfully demonstrate the use case where redirection
of flows is needed when there are multiple Internet gateways
in the network.

V. CONCLUSION AND FUTURE WORK

In this paper, we described a new OpenFlow-based wireless
infrastructure for remote monitoring applications, which al-
lows flexible control of data flow paths. With regard to network

load balancing, traditional solutions are typically based on the-
oretical analysis and simulation and require compute-intensive

routing algorithms running at each mesh node. The architec-
ture presented in this paper combines a centralized OpenFlow
controller and a performance monitoring tool to enable real-
time data flow redirection. Whenever the monitoring tool de-
tects performance degradation due to over-burdened nodes, the
controller pushes corresponding flow entries to redirect traffic
to other nodes with less workload. Our test case measurements
confirm that OpenFlow is a useful complementary technology
to traditional mesh routing protocols. As future work, we plan
to develop an algorithm for adaptive load balancing based on
network performance, and plan to experimentally evaluate the
approach.
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高亮
在本文中，我們描述了遠程監控應用的新的OpenFlow為基礎的無線基礎設施，這使得溢流路徑數據的靈活的控制。
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高亮
關於網絡的負載均衡，傳統的解決方案通常基於理論分析和仿真，並且需要在每個網格節點運行計算密集的路由算法。
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高亮
本文提出的架構結合了集中式的OpenFlow控制器和性能監控工具，使溢流重定向實時數據。
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高亮
每當監測工具檢測性能下降，由於負擔過重節點控制器能夠將相應的溢流項將流量重定向到其他節點較少的工作量。
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我們的測試情況下的測量證實的OpenFlow是一個有用的補充技術，以傳統的網狀路由協議。
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高亮
至於今後的工作中，我們計劃開發一個算法的自適應負載均衡基於網絡性能，並計劃通過實驗評估的方法。
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圖7（a）所示，在每一跳變身由IPERF的TCP吞吐量性能測。可以看出，通過在摺痕後流被重定向到穩定的無線通道。增加率變大時，數據傳輸是在所述第二和第三跳。
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這是因為產量下降到較低的號碼時，無線鏈路不穩定時，流量將被重定向之前。還值得一提的是，吞吐量隨的跳數的增加。這是由於數據包丟失的概率較高，當數據包需要經過多個無線鏈路。
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高亮
圖7（b）示出了通過使用UDP在每一跳IPERF測得的抖動性能。抖動性能並不在不同的跳變顯著。然而，流量重定向後，抖動降低由於穩定的無線信道近25％。此外，Wireshark的測量結果顯示小於5毫秒重定向延遲。我們的結果成功地證明了使用的情況下是必要的流量重定向時有在網絡中的多個互聯網​​網關。
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